Journal of Economic Behavior and Organization 244 (2026) 107469

Contents lists available at ScienceDirect

Journal of Economic Behavior and Organization

ELSEVIER journal homepage: www.elsevier.com/locate/jebo

The transaction test: An experimental method for assessing
online interfaces

Francesco Bogliacino ™ @, Leonardo Pejsachowicz"®, Giovanni Liva©,
Francisco Lupiafez-Villanueva ‘

2 Dipartimento di Politica Economica, Universita Cattolica del Sacro Cuore, Via Necchi 5, 20123 Milan, Italy

Y Centre d’Economie de la Sorbonne, Université Paris I Pantheon-Sorbonne, 106-112 Boulevard de I'Hopital, 75013 Paris, France
¢ Open Evidence, Carrer Pujades 51-55, 08005 Barcelona, Spain

d Information and Communication Department, Universitat Oberta de Catalunya, Poblenou, 154-156, 08018 Barcelona, Spain

ARTICLE INFO ABSTRACT

JEL Classification: This article introduces the transaction test, a novel experimental method to detect whether a
€92 website customization can be deceptive. The method measures changes in choice inconsistency
D18 with respect to a plain design. In a highly powered online experiment, we assess three dark
ff; patterns and one transparency-based remedy in decisions involving data protection. Compared to
Reywords: a placebo condition, dark patterns increase the likelihood of choice inconsistency by an effect in

the range of 6-12 percentage points, depending on experimental conditions. The transparency-
based remedy fails to mitigate these effects. A second study implements the transaction test in
a market experiment. Here, one of the treatments from the online experiment increases incon-
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sistency by 42 pp. Two additional deceptive designs are tested, respectively favoring consistent
and inconsistent choices. The Dark Pattern version raises inconsistency by 18 pp while the Bright
Pattern reduces it by 15 pp. Our findings demonstrate how the transaction test, by providing an

empirical assessment of the legal concept of unfairness, offers a flexible tool for the regulation of
dark patterns and other commercial practices.

1. Introduction

In this article, we introduce the transaction test, an experimental method to assess whether a website customization increases the
chance that users’ decision-making is inconsistent with individual preferences. Directly inspired by the EU legislation on unfair
commercial practices, the transaction test provides a quantifiable and easy to communicate measure of manipulation and can be used
as a probatory instrument in cases involving consumer protection.

The transaction test fills a void in the current policy discussion around digital privacy and dark patterns, the jargon term used by
computer scientists to describe customizations that try to steer users’ choices (Brignull, 2010). Digital apps and tech giants constantly
update their websites and platforms to make the user journey easier, increasing the conversion rate from view to purchase, and fa-
voring engagement and retention. Most of these changes are A/B tested, thus presumed to be effective, and raise the legitimate concern
that may exploit impulsivity or other behavioral biases. Privacy constitutes the domain where this concern is more apparent (Hartzog,
2018), individual data being the key asset for price discrimination and more effective advertising. While most users state a significant
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concern for privacy, they fail to make choices coherent with their statement, a phenomenon known as the privacy paradox (Goldfarb
and Que 2023; Acquisti et al. 2016).

Several countries and supranational bodies have been undertaking initiatives to regulate dark patterns and cookies banners,’ often
claiming lack of probatory evidence to regulate practices. Existing studies (Sernac, 2022; Grassl et al. 2021; Miller et al., 2023; Huck &
Wallace, 2015; Rasch et al., 2020; Blake et al., 2021; Dertwinkel-Kalt et al., 2020) have focused on whether dark patterns change
behavior (e.g. increasing sales) and advocate for regulation based on evidence of this impact. In other words, the current debate infers
manipulation from effectiveness. This misses the mark: while some designs may be detrimental, others may be beneficial, by providing
useful information or making choices easier. If all that takes to invoke regulation is the argument that a design works, companies may
be discouraged from innovation in commercial practices. A more stringent test is required, capable of completing the assessment by
testing whether the design leads the consumer to inferior choices. This is what the transaction test does.

We apply the transaction test to two separate studies. In the first, we assess three dark patterns and a protective measure in a high-
powered (N = 7430) online experiment in six European countries (Spain, Italy, Germany, Poland, Bulgaria, and Sweden), where
consumers are presented with framed goods that differ in their degree of data protection. Participants are presented with a choice
between two entertainment packages. One of the options requires sharing personal data with a third party and comes with a discount.
In all other dimensions, the two options are the same. The discount is intentionally set below the individual’s monetary evaluation for
data protection (elicited beforehand in a separate task). Participants are incentivized to choose in line with their stated preferences.
Although this implementation is not conventional for laboratory experiments, it parallels the standard protocol in UX design exper-
iments, where subjects are asked to perform tasks and the researcher tests whether the design facilitates or hinders their completion.

The experiment follows a between-subject design. The first level of randomization concerns the architecture of the main task, which
can either be neutral (control), deceptive (dark pattern), or deceptive with remedy (dark patterns and protective measure). We use
three dark patterns. Hidden information obfuscates the terms of the contract regulating data protection, which nevertheless can be
accessed through further actions. Toying with emotions (TWE) delivers a promotional message leveraging emotions. Personalization is
the label used for targeted offers built upon navigation data. Building on previous results in psychological targeting (Matz et al. 2017),
we use self-reported profiling on an extroversion-introversion scale to choose a tailored image promoting the product. As a possible
protective measure, we test a “cool down” intervention. The cool down is implemented as a confirmation prompt. Participants are
exposed to the dark pattern and subsequently presented with a summary of their choice and are asked to either confirm or change it.

Additionally, we manipulate the time availability. We randomly assign participants to a motivated delay or an incentive compatible
time pressure environment (Alos-Ferrer and Garagnani 2020; Bilancini, Boncinelli, and Celadin 2022). In designing this manipulation,
we were motivated by policy. The current legislation judges the manipulative nature of a practice from the perspective of an “average”
consumer, who pays sufficient attention and processes all relevant information; in our protocol, this is represented by the motivated
delay treatment. The legislation also introduces special provisions for consumers vulnerable due to structural or situational factors: the
incentivized time pressure condition is meant to limit subjects’ attention so as to behave as a vulnerable consumer.

In our online experiment, dark patterns raise the level of choice inconsistency by 9 percentage points (pp), from 38 % to 47 %.
Among the three, the most effective is hidden information (12 pp). The introduction of the protective measure does not counteract the
effect of dark patterns: in aggregate for these treatments, the level of inconsistency remains at 47 % of choices and even when dis-
aggregated by dark pattern, the effect of the measure is neither significant nor sizable.

Time pressure pushes the share of inconsistent choices to 45 %, already in the control. The effect of dark patterns continues to be
positive and significant, but smaller in size: on average, subjects in the dark patterns’ conditions are inconsistent 51 % of the time, and
the results remain the same across the three dark patterns. The cool down reduces the likelihood of inconsistency by a couple of points
but the results are not statistically significant at conventional levels.

The first study was conducted under a contract for the European Commission, and the policy requirements partly constrained the
design, particularly in how we provided incentives. Our second study implements the transaction test in a market experiment with a
conventional induced value protocol (Smith, 1976). Subjects are presented with a choice between two multi-featured packages that
vary in terms of data protection and price. Unlike the first study, the value of data protection and other features was not directly
elicited but randomly assigned to subjects. Of the two options, one does not sell data to third parties, the other does, but its price tag is
lower. As in the previous study, the price difference is intentionally calibrated to be lower than the assigned monetary valuation of data
protection. The packages do not differ in any other feature. Participants earn the difference between valuation and price of the selected
package. We tested a variant of hidden information, and two variants of TWE. These two TWE treatments share the same “manipulative”
interface, making some features salient, playing around emotionally charged words, and nudging the choice with a colored button.
However, while one version favors the discounted package without data protection (the Dark Pattern version), the other promotes the
alternative (Bright Pattern version). Hidden information continues to be very effective, increasing inconsistency to 79 % from a
baseline of 36 % in the control. The two TWE treatments affect inconsistency level in different directions. While the Dark Pattern
version of TWE makes the choice of the package without data protection 18 pp more likely, the Bright Pattern makes it 15 pp less likely.

This last finding sheds light on the probatory value of the transaction test. The two TWE conditions share the same manipulative
design and determine comparable change in behavior. Conventional tests of effectiveness would raise concerns about both versions:
they work, and they include elements of manipulation. On the other hand, the transaction test successfully distinguishes an innovation

1 We cannot review this legal literature here, but some key references are BEUC (2022), Norwegian Consumer Council (2022), UK Competition
and Market Authority (2022), SERNAC (2021; 2022), Netherlands Authority for Consumers & Markets (2020), Waldman (2020), Richards and
Woodrow (2019), European Commission (2021), Calo (2014)
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in design that is welfare improving (Bright Pattern version) from one that is harmful (Dark Pattern version).

Previous research evaluating whether specific online choice architectures are harmful often engage in audits (an approach inspired
by Thaler, 2018 and Sunstein 2022). By going through the user’s journey to complete a mission, like subscribing to a service, the audit
investigates whether the design of the webpage appears to conflict with the legal principles of fairness in commercial practices (e.g.
transparency) or whether it raises red flags by “exploiting” biases and heuristics (Mills et al. 2023, Mathur et al. 2019a; Bosch et al.
2016a; Di Geronimo et al. 2020). The transaction test is transparent about the underlying behavioral assumptions it relies on,
emphasizing the role of individual preferences and choice inconsistency, and thus operationalizing the legal concept of manipulative
practice. It is not grounded on identifying specific biases, an approach that may be questioned as ad hoc. In the future, audits may
incorporate the transaction test as a common measure of manipulation.

The literature has also tried to assess whether dark patterns change behavior (Luguri and Strahilevitz, 2021; Zac et al. 2025;
SERNAC, 2022; Grassl et al. 2021; Sin et al. 2022). Some papers focus on specific practices, like drip pricing (Blake et al. 2021;
Dertwinkel-Kalt, Koster, and Sutter 2020; Miller, Sahni, and Strulov-Shlain 2023; Huck and Wallace 2015; Rasch, Thone, and Wenzel
2020), while others on more general strategies, like obfuscation or confusion (Kalayci & Potters 2011; Kalayci 2016; Gu and Wenzel
2020; 2015). The transaction test assesses at once whether a practice works and whether it manipulates consumers. As a result, it
provides an instrument to complement the existing analyses with a clear policy relevant quantification.

Consumers’ and users’ choices over their online privacy settings often conflict with their stated privacy preferences. This attitude-
behavior gap, commonly referred to as the privacy paradox (Goldfarb and Que 2023; Acquisti et al. 2016) has attracted much attention
in the last 10 years, although it has mostly been documented using non incentive-compatible methods (for a recent attempt to develop
revealed preference measures of willingness to share data see Benndorf and Normann 2018). Lee and Weber (2024), aiming to un-
derstand if this inconsistency is pristine to privacy choices rather than a simple consequence of their demanding nature, elicit revealed
preferences for data protection in two dimensions (IQ and Body Mass Index) and examine incentivized behavior in tasks where
personal data are exchanged for money. When trading off privacy across different domains, 37 % of subjects present some violations of
GARP, a proportion not systematically higher than that in other choice domains. Yet when translating disclosure choices into monetary
evaluation, inconsistency rises to 53.7 %, indicating that the difficulty stems from the complexity of the choice rather than from
unstable or domain-specific preferences.

This insight suggests that our transaction test, by isolating individuals’ ability to make consistent choices in an artificial but fully
incentivized setting is particularly well suited to the privacy domain. We note that the baseline share of inconsistency observed in the
control condition in both our experiments is in line with Lee and Weber’s results for across dimension tradeoff decisions. The large
effect sizes due to website customizations support the claim that choices over privacy are highly sensitive to small manipulations
(Athey et al. 2017). At the same time, the results of our second experiment suggest that modest changes in choice architecture can also
be leveraged to reduce consumer inconsistency.

2. The transaction test

The transaction test requires two steps. In Task I, we identify (through one of three methods) the monetary valuation of a good’s
feature (My). In Task II, subjects are prompted to choose between two versions of the good that differ by the presence of the feature and
the price. The price difference between the two versions is the implicit price of the feature (ps). Purchasing the feature when the price is
higher than the monetary valuation (My < py) or not doing so when My > p; violates choice consistency, under conventional as-
sumptions of separability and monotonicity in money. A transaction test assesses whether an interface for Task II increases the level of
inconsistency with respect to a transparent design.

There are three possible implementations of the transaction test, depending on the method used for task I. If the monetary valuation
can be elicited under incentive compatibility, the two tasks can be incentivized separately. If monetary valuations can be recovered
only through stated preferences, we can incentivize consistency: calling I (Mf, pf) the indicator function equal to one if the participant

with preference My facing price p; makes an inconsistent choice, the task pays the participant a I (Mf , pf) + (1 -1 (Mf7 pf)) A, witha

< A. Finally, if the aim of the application requires controlling the distribution of the preferences, the experimenter can randomly assign
the valuation to subjects and compensate them with the outcome of their choices (valuation minus price), as in conventional market
experiments.

Formally, consider a choice architecture d as a decision-setting for Task II. The architecture includes the information provided

upfront (including graphical aspects, cues, etc...). Define d to be the transparent design, with neutral information and absent explicit
cues. A transaction test assesses the following null hypothesis:

H, :E{I(Mf,pf) )d] < E[I(Mf,pf)‘d]

Notice that the transaction test is different from a test of effectiveness and can deliver different policy recommendations. To see
this, consider a market for an online service, where the key product involves data protection, and a sizable share of consumers display

status quo bias. A new offer becomes available, with a discount that exceeds monetary evaluation for most of the market, i.e. F (pf) > %,

where F( - ) is the cumulative distribution function of the monetary valuation. Under neutral design (d), status quo bias will cause a
significant amount of inconsistency, as consumers will tend to stick to the initial offer, even though switching would be beneficial on
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average. A dark pattern-like design d that sets the new offer as default will significantly increase subscriptions to the new package,
because default leverages status quo bias (Thaler and Benartzi 2004). A test of effectiveness of the new design would reject the null and
its policy recommendation would be that the design be blocked. On the other hand, the outcome of the test of inconsistency would be
the result of two opposing forces.? We will observe a sizable increase of inconsistency in the upper tail of the distribution, as a subset of

1-F (p,:) will now purchase the new offer. Nevertheless, an even larger share of consumers within the lower tail will now correct their

inconsistency. Given this distribution, the transaction test for the new design will fail to reject the null, recommending that the
regulator should abstain from action. In anticipation of government intervention, companies will be disincentivized from developing
the new design, if the agency in charge relies on a test of effectiveness, instead of the transaction test. Outside of statistical margins of
error, the transaction test does not make policy recommendations that stifle innovation, while at the same time protecting consumers
from real harm.

Our transaction test is coherent with the legal discipline in Europe and the US. The discipline of dark patterns in Europe falls within
the domain of the Unfair Commercial Practice Directive, which regulates “any act, omission, course of conduct or representation,
commercial communication including marketing, by a trader, directly connected with the promotion, sale, or supply of a product to
consumers” (THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE UNION. 2005). The Directive states that practices are unfair
if they breach professional diligence, are deceptive, or coercive, and if they cause or are likely to cause an average consumer to take a
transactional decision that they would not have taken otherwise. The US discipline states that “an unfair trade practice is one that
causes or is likely to cause a financial loss to consumers, not compensated by the benefits, and is not reasonably avoidable by a
consumer” (Federal Trade Commission. 1984). Our transaction test translates the abstract concepts defined by both disciplines for
unfairness into practical application. Under the EU perspective, our test serves as a joint evaluation of the deceptiveness and effec-
tiveness of the practice. Under the US perspective, the test identifies the share of transactions with a net loss.

3. Experiment I: Experimental design
3.1. Implementation of the transaction test

We will now describe the concrete implementation of the transaction test in the experiment. Participants are prompted to choose
between two entertainment packages (framed goods). Version 1 of the package includes a price (p;), data protection, and other n —2
features. Version 2 costs po, sells data to third parties, and includes other n — 2 features. The difference in price p; —p- is calibrated to
be 2.5 euros lower than the monetary valuation of data protection, elicited in a separate task. Participants should always choose
version 1 of the package, as it better suits their preferences.

The other n — 2 characteristics are identical between the two packages, but there are two (randomized) versions of the description,
to provide a meaningful choice and avoid revealing our research question. The format of the price can change as well: prices are shown
in the “pay for twelve months” or “pay for three months” formats, randomized across options. Fig. 1 shows the interface of the main
choice in the control condition. The position of each option on the page was randomized.

Participants were incentivized to choose consistently. Before seeing the main choice, they were told that their earnings would
depend on making choices in agreement with the response to the questions on monetary valuation. They were provided with an
example and a comprehension question with feedback.

3.2. Elicited monetary valuation

We elicit the monetary valuation of data protection on an eleven points scale, from 0 to 5 EUR or more, where each point cor-
responds to 50 cents. To ensure valid elicitation, we adopt the following measures. First, we explain to the participants that their
responses would influence their earnings in the experiments. Second, we introduce four distractors to avoid experimenter demand; in
total, we elicit monetary valuation for data protection, interruption by commercials, access to movie pre-release, unsubscribe in one
click, and access to a companion service (music platform). Third, we follow Diaz et al. (2021) and introduce an incentivized recall:
participants earn one additional point if they can repeat the answer to one randomly chosen question.

3.3. Randomization

Fig. 2 shows the randomization of participants into different conditions and the number of observations per treatment.

Participants are first randomized into Time Pressure (Vulnerable Consumer) or Motivated Delay (Average Consumer). In the
Vulnerable Consumer treatment, participants are endowed with 30 seconds (equivalent to 1.5 points) and incur a monetary deduction
for each second spent while making their choice. In this way, the time pressure is incentive compatible, but we do not exclude any
participants from the analysis (Alos-Ferrer and Garagnani 2020; Bilancini, Boncinelli, and Celadin 2022). In the Average Consumer
treatment, participants earn an additional point if they provide a text of at least 32 characters explaining their choice. This
randomization allows us to differentiate the impact of dark patterns and the remedy on vulnerable consumers, i.e. someone whose

2 Practically speaking, for the example at hand, the agency asked to rule on the case could either run a transaction test for different distributions of
monetary valuation or with an estimation of the true distribution.
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Question 8

Please select your preferred option

OMEGA OMEGA

Entertainment Entertainment
3 months Subscription Plan 12 month Subscription Plan
Package 2 Package 1
Total price per three months: 10.65 Total price per year: 60.60
Movies and TV shows, without any limits Movies and TV shows, without any limits
Access to pre-releases at no cost Free access to pre-releases
No fee for additional features and services You will receive free additional bonus features and

services
No third party ads

Your page will not show any advertisement from third

Your data will be shared with third parties party

Your data will not be shared with any third parties

Fig. 1. The main task in the online experiment.
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(N=450) (N=459)

Fig. 2. Experimental Design.

capacity to process information has been partially impaired, and on average consumers, i.e. someone that pays enough attention and
processes information.

The second randomization concerns the web interface for the main task. Participants face the main choice under one of three
conditions: control, dark pattern, or dark pattern and protective measure. The dark pattern condition is further randomized into three
sub-treatments: hidden information, TWE, and TWE with personalization (personalization hereafter). The dark pattern and protective
measure condition is further subdivided into four conditions: hidden information and cool down, TWE and cool down, personalization
and cool down, and personalization and disclosure.

In the cool down, the participant is shown the selected option and is asked to confirm it. The cool down page always comes after
exposure to a dark pattern. Only for personalization, we include an additional sub-treatment, labelled Personalization and disclosure,
where the cool down page displays an additional sentence to disclose the use of personal data for the packaging of the offer (“Your data
have been collected and used to prepare this personalized offer to you™).

w
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3.4. Experimental treatments: Dark patterns and protective measures

This subsection describes the different experimental treatments for Factor II: dark patterns and protective measures. The control is
shown in Fig. 1.

The Dark Patterns always steer the consumer towards the package without data protection. The Hidden Information interface has
three dots instead of the data protection information, which becomes visible only by clicking on them. This treatment is displayed in
Fig. 3-left panel. The TWE condition introduces a blue label stating “Don’t waste time looking for what to watch. Choose this offer and
we will give you personalized suggestions to new content you’ll love. We have prepared this personalized offer just for you”. The
personalization, on top of the blue label with the TWE sentence, has a picture. The picture is personalized by gender and extroversion
questions (Matz et al. 2017). If the participant is classified as an extrovert, the picture has a group of friends having fun watching TV. If
classified as an introvert, the picture has a male/female (depending on gender identification) relaxing in front of the TV. The pictures
were purchased from Getty®. The treatment is represented in Fig. 3-right panel.

In the conditions with cool down, after being exposed to a dark pattern and making their choice, participants see a box stating “This
is a summary of the offer you selected”, showing the selected package and the options to confirm or change selection. The disclosure
treatment comes only after personalization: the participant is exposed to the dark pattern, makes the choice, sees the cool down, but
with an additional sentence “Your data has been collected and used to prepare this personalized offer for you”.

3.5. Experimental sequence

Participants go through the following experimental sequence. After stating their preferences and performing the incentivized
recall, participants reveal their gender and their Big Five (Openness, Conscientiousness, Agreeableness, Extraversion and Neuroticism)
personality profile (Norman 1963) in a standardized set of questions and then move to the main task. The main task includes the
explanation of the incentive systems for the main task, with a comprehension question with feedback, and the main choice. A post
experimental questionnaire follows, including socio-demographics, three questions on preferences towards risk, patience, and trust
(Falk et al. 2018), and a short questionnaire measuring the sensitivity to persuasion (Kaptein et al. 2012). The questionnaire asks for
the level of agreement with six statements, using a Likert scale. The six principles of persuasions (Cialdini 2009) are commitment,
reciprocity, scarcity, likeability, authority, and social pressure.

3.6. Procedure

We sent an invitation to an online panel in Europe. We define quotas by country, gender, and age group (18-24, 25-54, 66-65). The
target sample was computed at 7200 observations. Countries included are Spain, Italy, Germany, Poland, Bulgaria, and Sweden. A
native speaker translates the protocol in each language, further revised by separate experts.

In the power analysis, we estimate an average inconsistency in the baseline of 20 % and an overall 40 % standard deviation.
Considering significance at 10 % (one side) and 80 % power, we wanted to identify a minimum sizeable effect of around 15 % of a
standard deviation. This gives at least 400 observations per cell.

Each participant received a fixed fee for completing the questionnaire plus the incentives from the main task and from the monetary
evaluation task. Average variable incentives are in line with the payments on other online platforms. The completion time was around
ten minutes.

All the incentives are computed in points that are exchangeable in the local currency, to ensure replicability. One point is equal to
0.50 euros. Participants receive one point if they correctly recall the stated monetary evaluation in one randomly chosen question and
10 points if they choose consistently (1 point if they fail to). In the motivated delay, they receive 1 point if they write at least 32
characters to explain their choices; in the incentivized time pressure, they are endowed with 30 seconds (corresponding to 1.5 points)
to make their choice. If they spend more than 30 seconds, they are not prevented from making their choice but do not receive
additional incentives.

The full experimental protocol, with images of all the treatments is available in the Supplementary Online Appendix. The com-
panion report of the study includes additional information and analysis (European Commission et al. 2022). Ethical Committee at UOC
granted the IRB approval on October 26", 2021. The hypotheses and the analysis plan were pre-registered on Aspredicted #84620.

3.7. Analysis plan

Our outcome variable Y; is a dummy equal to one if the participant i chose inconsistently. The outcome per participant can be
written in the following form:

Vimat S e
ik

Where i is the participant, j=1,.., 8 is the condition with respect to factor one (the choice architecture, see the Experimental treatments
subsection above), k=1,2 is the condition with respect to factor two (motivated delay v. time pressure), d’lk is the treatment dummy
(equal to one if the participant i is in the condition j,k and zero otherwise) and ¢; is any unobservable variable affecting the outcome.
Control and Motivated Delay is the omitted category. g tells us how many percentage points more likely to be inconsistent a
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3 months Subscription Plan 3 months Subscription Plan
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Total price per year: 60.60

Movies and TV shows, without any li

Access to pre-releases at no cost
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Fig. 3. The hidden information and personalization treatments.
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participant is, when in experimental condition j,k, with respect to the omitted category. All tests are one sided, as formally explained in
Section 2.

The main hypotheses to be tested are four. (H1) Dark patterns induce more inconsistency in average consumers; (H2) dark patterns
induce more inconsistency in vulnerable consumers; (H3) protective measures reduce inconsistency with respect to dark pattern in
average consumers; (H4) protective measures reduce inconsistency with respect to dark pattern in vulnerable consumers.

The equation above is estimated by Ordinary Least Squares. In the estimation, we control for randomization of the options on the
page, for the annual/quarterly price, and for description of alternative features.

4. Experiment I: Results
7430 participants took part in the online experiment. The descriptive statistics are reported in Table 1.
4.1. Aggregate evidence

Fig. 4-left panel reports the average level of inconsistency for participants in the Motivated Delay condition, which corresponds to
the condition of the average consumer. We aggregate the Dark Patterns and Dark Patterns & Protective Measure in two groups. In the
control, the level of inconsistency is 37.80 %. Dark Patterns increase inconsistency by 9 percentage points (pp) to 47.25 %. The
presence of the protective measure does not reduce the likelihood of inconsistent choices, which remains at the same level (46.60 %).

In Fig. 4-right panel, we report the average level of inconsistency for those participants in the time pressure condition, subjected to
temporary vulnerability. We group the results of the Dark Patterns and Dark Patterns & Protective Measure. The level of inconsistency
is significantly higher under incentive-compatible time pressure than motivated delay: vulnerable consumers have a greater likelihood
of being inconsistent than average consumers (45.47 % versus 37.80 %). The effect of Dark Patterns is still significant, but it is about
two-thirds of what we detected under motivated delay (6 pp), and the level of inconsistency reaches 50.89 %. The introduction of the
protective measure induces a 2 pp reduction in the likelihood of inconsistency (48.60 %).

4.2. Granular evidence

The results of the main OLS regression described in the Analysis Plan are reported in Table 2 column (1) below. Column (2) adjusts
for socio-demographics, gender, age, civil status, employment status, income brackets, and education. Column (3) includes the
response to the privacy valuation. Results are consistent across the three specifications.

To better understand the effect of the individual treatments, we display the coefficients in Fig. 5. In the top panel, we plot the effects
of the dark patterns and dark patterns with protective measure with respect to the control for average consumers (motivated delay).
The graph includes the confidence interval at 90 % to visualize the level of significance in one-sided tests (since differences are all in
the expected direction). In the bottom panel, we make the same plot for vulnerable consumers. In this case, we adjusted the reference
group: the plotted coefficients report the difference in inconsistency with respect to the level under the control design and time
pressure.

Under motivated delay, Hidden information increases this likelihood by 12.25 pp (t = 3.90, p < 0.001, all tests are one-sided), TWE
increases the likelihood by 6.02 pp (t = 1.90, p = 0.028), and personalisation increases the likelihood by 9.84 pp (t = 3.08, p = 0.001).
Personalisation does not significantly add to the effect of TWE alone (3.81 pp, t = 1.17, p = 0.123).

Under time pressure, Hidden information increases this likelihood by 5.80 pp (t = 1.80, p = 0.036), TWE does not significantly
increase the likelihood (4.16 pp, t = 1.26, p = 0.103), and personalisation increases the likelihood by 5.50 pp (t=1.71, p = 0.043). We
can test whether personalization outperforms TWE: this is not the case (t = 0.41, p = 0.340).

As can be seen, time pressure decreases the effect of dark patterns across the board. A possible interpretation of this evidence is that
an instance of crowding out is taking place. This study and the other laboratory experiments in this paper (as we will discuss in the final
Section) show that around one third of subjects make inconsistent choices even without deceptive design. Due to the binary scale of the
measure, these subjects will not be affected by dark patterns, because they already choose the worst outcome. Among the remaining
two-thirds, there is a share of participants who get tricked by dark patterns and a share that does not, probably because of a different
level of attention. When we introduce vulnerability, the baseline level of inconsistency increases, and we suspect that this change takes
place entirely within the share which is susceptible to dark patterns. As a result, a form of crowding out of the effect is taking place and
the resulting effectiveness of dark pattern is reduced.

As we already know from the aggregate analysis, the protective measure does not significantly reduce inconsistency. We can
visualize the effect separately under each dark pattern. We start from motivated delay. The cool down decreases the likelihood of
inconsistent preferences under hidden information by 0.29 pp (t = 0.09, p = 0.463), under TWE by 2.53 pp (t = 0.76, p = 0.224), and
under personalisation by 1.05 pp (t = 0.01, p = 0.375). Cool down with disclosure decreases the likelihood of inconsistent preferences
under personalisation by 0.11 pp (t = 0.03, p = 0.486). Overall, we cannot reject the null hypothesis that protective measure has no
impact.

The effect becomes larger under vulnerability but fails to reach significance. The cool down decreases the likelihood of inconsistent
choices under hidden information by 1.67 pp (t = 0.52, p = 0.299), under TWE by 2.24 pp (t = 0.69, p = 0.246), and under per-
sonalisation by 0.68 pp (t = 0.21, p = 0.415). The cool down with disclosure decreases the likelihood of inconsistent preferences with
respect to personalisation by 3.52 pp (t = 1.09, p = 0.137). Therefore, this study did not detect a statistically significant effect of
introducing a cool down with or without a disclosure message.
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Table 1

Descriptive statistics.
Total observations 7430
Gender
Male 48.63 %
Female 51.02 %
Other 0.35 %
Age 43 (sd 15)
Education
Primary education 6.72 %
Secondary education 40.05 %
At least some tertiary education 11.33 %
Completed tertiary education 29.30 %
Marital status
Single 37.04 %
Married/civil union 53.38 %
Divorced/widowed 9.58 %
Household yearly income
9.999 Euro or below 18.28 %
10.000 Euro — 29.999 Euro 41.71 %
30.000 Euro — 49.999 Euro 23.18 %
50.000 Euro — 149.999 Euro 15.90 %
150.000 Euro or above 0.94 %
Labour market status
Employed 64.41 %
In search of job 9.34 %
Students/retired/housekeeper 21.61 %
Other labour market status 4.63 %
Country
Bulgaria 16.51 %
Germany 17.07 %
Italy 16.57 %
Poland 16.68 %
Spain 16.62 %
Sweden 16.55 %

Note: share of participants.

In Table 3, we report the results of the Romano and Wolf (2005) procedure to control for multiple hypothesis testing. With respect
to original tests, the only non robust effect is TWE, which is not significantly affecting vulnerable consumers.

4.3. Robustness check and validity of the design

In this subsection, we present the results of the statistical analysis conducted on various components of the study. These include
balancing of covariates, assessment of the time manipulation, plausibility of the preferences elicitation, assessment of the correct recall
of the stated monetary valuations, and plausibility of the measurement of personality traits.

We perform a multinomial logit regression to assess whether socio-demographics (gender, age, marital status, employment status,
education, income level) and attitudes towards persuasion predict assignment to treatment cells. Out of the 180 tests of hypothesis,
only six are significantly different from zero and no covariate appears significant more than once, which is compatible with random
assignment.

Time manipulation worked. The average time to decide under time pressure was 24.05 seconds against 144.49 seconds in the
motivated delay condition (t = 29.54, p < 0.001).

SOM, Section V, Fig. 1, Panel A shows the histogram of the monetary valuation for data protection. The modal response is 5 euros or
more (24.01 %), followed by 2 euros (14.79 %). Since 5 euros or more is the largest option, 24.01 % of the respondents answer the
rightmost category. This is larger than the closest options; consequently, a larger support would have changed the shape of the dis-
tribution. For these subjects the discount offered was small compared to their willingness to pay, potentially softening the effect of dark
patterns.

At the end of the first instrumental task, respondents were incentivized to correctly recall the stated monetary valuation. 100 % of
participants recall their response within a one-euro difference from the original stated value (while the difference between monetary
valuation and price in the choice task was 2.5 euros by construction). The difference between the first stated valuation and the second
stated valuation for the same question represents a measure of “recall error”. This measure is not statistically different across
experimental conditions (Kruskal-Wallis, y> = 8.013, p = 0.331). Comprehension, as measured by a question in the instructions (the
text of the question and the feedback are reported in the SOM), does not represent an issue either, as it is not significantly different
across conditions (Pearson’s y> = 2.806, p = 0.902). Table 1 in the SOM replicates Table 2 above adding both comprehension and
recall as further controls in all three specifications and the results are identical.

Finally, we analyze the answers to the personality traits questions (Woods and Hampson 2005). Since personalization requires
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Fig. 4. The average level of inconsistency broken down by experimental conditions.
Note: Average consumers are the participants in the motivated delay condition; vulnerable consumers only include participants in the incentivized
time pressure condition. The graph shows the means by condition and the confidence interval at 95 %.

separately identifying those that score low and high on this dimension, we can check whether the distribution has most of participants
in the middle or displays fat tails. Had the distribution been approximately normal, (1) most of the response would be around the mean
and (2) measurement error would shift the type of a significant portion of people, classifying a lot of slightly introvert as extrovert and
vice versa. Under this scenario, personalization can fail to change the behavior, because of mistargeting (sending the wrong message)
and not necessarily because of ineffectiveness (the message does not work).

SOM, Section V, Fig. 1, Panel B reports the empirical distribution for the response to the extraversion item, together with a normal
distribution. It is shown that the distribution has much more mass on the tails, rejecting the hypothesis of normality. This weights in
favor of the instrument. The limited value added of personalization may be due to the choice of images or to the absence of treatment
effect but is not due to measurement error in personality traits.

5. Experiment II: Experimental design
5.1. Objectives
In the previous Sections, we documented how to apply the transaction test to website customizations involving choices over privacy

settings. The preferences used to assess consistency were elicited in a separate task by means of a self-reported question. This may raise

10



F. Bogliacino et al. Journal of Economic Behavior and Organization 244 (2026) 107469

Table 2
The impact of dark patterns and protective measure on the main outcome.
m ) 3)
VARIABLES Inconsistent Choice Inconsistent Choice Inconsistent Choice
Hidden Information (A) 0.12%%* 0.12%%* 0.12%**
(0.03) (0.03) (0.03)
TWE (A) 0.06* 0.06* 0.06**
(0.03) (0.03) (0.03)
Personalization (A) 0.10%** 0.10%** 0.10%**
(0.03) (0.03) (0.03)
Hidden + Cool Down (A) 0.12%** 0.12%** 0.12%**
(0.03) (0.03) (0.03)
TWE + Cool Down (A) 0.03 0.04 0.04
(0.03) (0.03) (0.03)
Personalization + Cool Down (A) 0.09%** 0.09%** 0.09%**
(0.03) (0.03) (0.03)
Personalization + Disclosure (A) 0.10%** 0.10%** 0.10%*=
(0.03) (0.03) (0.03)
Control (V) 0.08** 0.08** 0.08**
(0.03) (0.03) (0.03)
Hidden Information (V) 0.13%%* 0.13%%* 0.13%**
(0.03) (0.03) (0.03)
TWE (V) 0.12%** 0.12%** 0.12%**
(0.03) (0.03) (0.03)
Personalization (V) 0.13%** 0.13%** 0.13%**
(0.03) (0.03) (0.03)
Hidden + Cool Down (V) 0.12%** 0.12%** 0.12%**
(0.03) (0.03) (0.03)
TWE + Cool Down (V) 0.10%** 0.09%** 0.09%**
(0.03) (0.03) (0.03)
Personalization + Cool Down (V) 0.12%** 0.12%** 0.12%**
(0.03) (0.03) (0.03)
Personalization + Disclosure (V) 0.10%** 0.09%** 0.09%**
(0.03) (0.03) (0.03)
vl -0.00 -0.00 -0.00
(0.01) (0.01) (0.01)
v2 -0.12%%** -0.12%%** -0.12%%**
(0.01) (0.01) (0.01)
v3 -0.02%* -0.02%* -0.02%*
(0.01) (0.01) (0.01)
female -0.02* -0.02*
(0.01) (0.01)
age 0.00 0.00
(0.00) (0.00)
married 0.03** 0.03**
(0.01) (0.01)
education 0.03** 0.03**
(0.01) (0.01)
income 0.01 0.01
(0.01) (0.01)
employed 0.01 0.01
(0.01) (0.01)
Privacy valuation 0.00
(0.00)
Constant 0.41%** 0.40%**
(0.03) (0.03)
Observations 7,430 7,429
R-squared 0.02 0.02

Note: OLS regression. Regressors are dummies for experimental conditions. (A) “motivated delay”, (V) “time pressure”. v1: order of presentation of
the packages, v2: price is annual on the left and quarterly on the right, v3: order of the formats of additional features in the package. Robust standard
errors in parenthesis. * p < 0.1, ** p < 0.05, *** p < 0.01

two concerns that we should address: the role of measurement error and the possibility that the treatment changes preferences. While
we address these critiques to the stated preferences approach in the discussion section, in the current section we prove the robustness of
the transaction test by removing the channel through which these two factors operate (design by elimination; Niederle, 2025). In fact,
here we present an experiment where preferences are randomly assigned to participants. Except for recall, this eliminates the possibility
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Fig. 5. The impact of Dark Patterns and Protective Measures on the Average and Vulnerable Consumers.

Note: Average consumers are the participants in the motivated delay condition; vulnerable consumers only include participants in the incentivized
time pressure condition. In each graph, the reference group is the control design: in the top panel, the effects are calculated with respect to the
control in the motivated delay; in the bottom panel, the effects are calculated with respect to the control in the time pressure. We plot the confidence
interval at 90 % to help visualize the one-sided test (because of the definition of transaction test). Authors’ elaboration from the regression displayed
in Table 2.

of measurement error.> Moreover, there can be no updating of preferences.

In the implementation of the previous experiment, the cost of inconsistency, though sizable, is constant across participants.
Nevertheless, one may wish to manipulate the cost of inconsistency (M —ps|) to learn about its impact on susceptibility to dark
patterns and to further analyze the effect of choice architecture on payoffs.

In this second part of the paper, we present the design and discuss the results of a market experiment where the preferences are
assigned, and the cost of violation varies over a range. Additionally, we introduce two treatments which are based on the same type of
manipulation (a version of TWE) but are expected to work in opposite directions. Analyzing these two experimental conditions, we can
see whether the transaction test is able to discriminate between a welfare improving innovation and one that hurts consumers.

5.2. Implementation of the transaction test

Participants play the role of buyers. They are asked to choose between two entertainment packages: version 1 of the package

3 Notice that, as we discussed in the Robustness checks in Section 4, recall did not constitute a sizable problem in Experiment L.
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Table 3
Retest of the hypotheses, Romano and Wolf p-values.

Romano Wolf p-value

H1: Dark Pattern v. Control, Average Consumer

Hidden Information 0.001
TWE 0.026
Personalization 0.003
H2: Dark Pattern v. Control, Vulnerable Consumer

Hidden Information 0.026
TWE 0.120
Personalization 0.048
H3: Protective measure v. Dark Pattern, Average Consumer
Hidden + Cool Down 0.516
TWE + Cool Down 0.775
Personalization + Cool Down 0.631
Personalization + Disclosure 0.491
H4: Protective measure v. Dark Pattern, Vulnerable Consumer
Hidden + Cool Down 0.713
TWE + Cool Down 0.750
Personalization + Cool Down 0.592
Personalization + Disclosure 0.855

Note: OLS regression. Romano Wolf procedure, bootstrapping with 999 repetitions. One
sided.

includes a price (p;), data protection, and other n — 2 features, version 2 costs p», sells data to third parties, and includes other n —2
features. The difference in price, p; — p2, is random and is always lower than the monetary valuation of data protection.

There are six features: content streaming, data protection, absence of advertisement, access to new releases, unsubscribe in one
click, and additional access to a music platform. Participants receive (randomly assigned) valuations for all six features, but the
packages they choose from may include a limited subset of these. Here the assignment of valuations is replacing the elicitation of stated
preferences in the previous experiment.

Subjects’ variable payoff is the difference between (the sum of) their valuations and the price of the package. As in the previous
experiment, participants should always choose version 1 of the package to maximize their payoff.

Fig. 6 shows the interface of the main choice in the control condition. The position of each option on the page was randomized. The
descriptions of the other features come, as before, in two versions and are randomized. Unlike what happens in the previous exper-
iment, here the price is always expressed in points.

5.3. Treatments

Participants are assigned to one of four conditions: Hidden Information, Toying With Emotions in the Dark Pattern version (TWE
Dark Pattern), TWE Bright Pattern, and Control.

Each package appears as an orange container with a logo, a price, and a set of characteristics. The control condition is plain and
informative, with the two packages side by side and all the description of the features neutrally presented, as depicted in Fig. 6. Hidden
information replaces the description of the data privacy feature on both sides with three dots. Hovering over the dots changes the
cursor, and clicking reveals the description.” The TWE treatment comes in two formats. In the Dark Pattern version, displayed in Fig. 7,
we manipulate the respondent to choose the package without data protection. Following conventional techniques used in online
marketplaces, we format in the same way a tag with a catchy sentence, the button that selects the option, and the description of the
feature that we want to make salient (in this case, the price). Additionally, where the salient package displays color, the alternative one
displays white. The tag includes the sentence “Selected for you! Enjoy the benefits of this offer.”

The Bright Patterns version, displayed in Fig. 8, “nudges” respondents towards the package with data protection. The logic of the
design is the same: the interface makes salient the tag, the button, and a feature. However, this time, data protection is made salient
and the opposite choice is nudged.

5.4. Experimental procedure

Participants go through eight pages: informed consent, captcha, general instructions, specific instructions (with comprehension
question), assignment of valuations, intermediary questionnaire, main choice, and feedback. As in the previous experiment, the in-
termediate questionnaire asks about personality profile, age, and gender. The experiment omits elicitation of stated preferences,
replacing it with the value assignment.

The experiment was programmed using Lab.js and Open Lab (Henninger et al. 2022a; Shevchenko 2022) and run on the Prolific

4 With this task, the subject is primed to look at all characteristics, removing the description of data protection only from one package will nudge
subject to choose the alternative. The condition is shown in Figure 10 of the SOM.
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Fig. 6. The main task in the market experiment.

Omega Omega
Entertainment Entertainment

Scelta per te!
Approfitta dei vantaggi di quest'offerta

Mi perdo I'offerta e i suoi vantaggi ( Voglio approfittare dei vantaggi )

Fig. 7. The Toying-with-emotion treatment (Dark Pattern).

platform in January and July-August 2025. The IRB at UOC provided an extension of the original approval and all participants pro-
vided informed consent. The instructions are available in the SOM, Section IV. We run the experiment on an Italian sample since all
authors are native speakers, and Italy was included among the countries of the previous study.

5.5. Hypothesis and data analysis

This experiment constitutes a test of H1 and H3, as formulated in Section 3. The null hypothesis is that Dark patterns increase the
level of inconsistency with respect to a plain design. The Bright Pattern was designed to reduce inconsistency with respect to the plain
design, so we reverse the direction of the inequality for the null hypothesis related to this treatment. All tests are one sided (as
formalized in Section 2), in the proper direction.

We report both nonparametric tests and linear regressions.

6. Experiment II: Results

We collected 409 observations over seven sessions, 55.01 % of subjects self-describe as male, while the modal category for age is 25-
34.

Out of 99 participants assigned to the control, 36 (36.36 %) choose the package without data protection. The average outcome is
essentially the same as the one in the previous study, despite the change in the incentive system. The extent of inconsistency in the
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Voglio approfittare dei vantaggi Mi perdo I'offerta e i suoi vantaggi

Fig. 8. The Towing-with-emotion treatment (Bright Pattern).

control is sizable, qualitatively similar to the “privacy paradox”, the tendency of platform users to engage in online settings that violate
their stated preferences for data protection. As we will discuss in the next Section, it is also in line with the level of inconsistency
elicited in non-privacy domains. Even assuming measurement error, the first observation from this experiment is that there is sig-
nificant space to improve consumer decisions.

In the hidden information condition, 79 out of 100 (79.00 %) choose the package without data protection. This constitutes a
remarkable 43 pp effect (Pearson y>=37.07, p < 0.001, all tests are one sided). As a second observation, we note that the effectiveness
of Hidden Information has been replicated in the market experiment, despite the change in the incentive system. The size of the effect is
significantly higher. This experiment confirms that Hidden information represents the most effective dark pattern, which makes us
suspect that attention plays a critical role.

In the TWE (Dark Pattern) treatment, 55 out of 103 choose the package without data protection (Pearson y?=5.91, p = 0.007),
while in the TWE (Bright Pattern), only 22 out of 107, showing a reduction of almost 16 pp (Pearson X2:6.348, p = 0.006). Our third
observation digs into the nature of the transaction test. An experiment measuring behavioral change of website customizations would
detect significant impact by our TWE treatments. So does the transaction test. But, since the transaction test is explicit on the
behavioral assumptions over decision-making, it can differentiate its recommendations over the two versions of TWE, even though
their appearance and underlying manipulative technique is the same.

6.1. Robustness check and additional analyses

Comprehension of the task does not affect our results. Looking at the attempts to reply correctly, which we recorded, we find that
89.73 % of participants need maximum 1 feedback. The distribution of attempts across conditions is not statistically different (Kruskal-
Wallis, 2> = 0.686, p = 0.876). The likelihood of answering the question correctly at the first attempt is also not different across
conditions (Person’s )(2 = 1.234, p = 0.745).

A linear probability regression controlling for order on the page, the randomized description of the additional features, and the
number of attempts confirms the result, as reported in Table 4, column (1). Fig. 9 plots the results. Following the same robustness check
as in Table 4 we also control for socio-demographics (column 2) and for the (randomly assigned) privacy valuation® (column 3),
without finding any significant change.

Since in this experiment there is random variation in the discount, inconsistency has a variable cost for consumers. We can measure
the impact on consumer welfare by using this monetary measure. In the control, participants earn on average 4.1 points. Hidden
information reduces the payoff to 2.9 points (Mann Whitney Wilcoxon rank sum test, z=4.570, p < 0.0001, all tests are one-sided). In
terms of share of standard deviation in the control, the effect of Hidden Information is 64 % of a standard deviation. TWE (Dark
Pattern) reduces the payoff to 3.5 points (z=2.303, p = 0.010), 32 % of a standard deviation. Subjects in TWE (Bright Pattern) obtain a
slightly higher but not statistically different payoff, 3 % of a standard deviation (z=-0.458, p = 0.323). In Table 4, column (4)-(6) we

5 Valuations are balanced across experimental conditions, as expected given randomization. We perform Kruskal-Wallis test to assess equality of
distribution and the hypothesis is not rejected for content streaming (y> = 2.467, p = 0.481), data protection (y> = 2.307, p = 0.564), absence of
advertisement (y?> = 1.634, p = 0.651), access to new releases (y?> = 3.640, p = 0.303), unsubscribe in one click (> = 6.860, p = 0.076), and
additional access to a music platform (y?> = 2.284, p = 0.515). In the SOM, Section VII, we replicate the analyses of Table 4, including value-
Unsuscribe among the controls and the results are identical.
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Table 4
The impact of dark patterns and protective measure on the main outcomes.
m ) 3 “@
VARIABLES Inconsistency Inconsistency Inconsistency Payoff
Hidden Information 0.43%** 0.43%** 0.43%** S1.12%%x
(0.06) (0.06) (0.06) (0.22)
TWE (Dark Pattern) 0.18%** 0.18%** 0.18%** -0.57%*
(0.07) (0.07) (0.07) (0.25)
TWE (Bright Pattern) -0.15%* -0.14%* -0.14** 0.04
(0.06) (0.06) (0.06) (0.24)
left -0.04 -0.04 -0.04 0.05
(0.05) (0.05) (0.05) (0.16)
standardDescription -0.04 -0.04 -0.04 0.14
(0.05) (0.05) (0.05) (0.16)
Attempts CQ 0.01 0.01 0.01 -0.03
(0.01) (0.01) (0.01) (0.03) (0.03) (0.03)
female -0.01 -0.01 0.03 0.02
(0.05) (0.05) (0.16) (0.16)
age 0.00 0.00 0.04 0.03
(0.02) (0.02) (0.07) (0.07)
valuePrivacy 0.00 0.33%%**
(0.03) (0.10)
Constant 0.38%** 0.37%** 0.36%* 4.07%%* 3.97%%* 2.62%%*
(0.06) (0.08) (0.14) (0.21) (0.28) (0.51)
Observations 409 409 409 409 409 409
R-squared 0.20 0.20 0.20 0.08 0.08 0.11

Note: OLS regression. Left: order of presentation of the packages. Standard Description: formats of additional features. Attempts CQ: number of
attempts at the comprehension question. Robust standard errors in parentheses *** p < 0.01, ** p < 0.05, * p < 0.1
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Fig. 9. The average level of inconsistency broken down by experimental conditions.

report the linear regressions using the payoff as outcome variable, with the same set of controls as for the inconsistency outcome.

We briefly report the p-value calculated using Romano and Wolf regressions with 999 repetitions for both outcomes, with one-sided
tests. Using inconsistency as main outcome, we found p = 0.001 for hidden information, p = 0.010 for TWE (Dark Pattern), and p =
0.023 for TWE (Bright Pattern). For the payoff outcome, we found p = 0.001 for hidden information, p = 0.033 for TWE (Dark Pattern),
and p = 0.751 for TWE (Bright Pattern) (Fig. 9).
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7. Discussion and concluding remarks
7.1. An overview of the tested hypotheses

We formulated four hypotheses: H1 and H3 apply to average consumers, H2 and H4 to vulnerable consumers. H1 stated that
Hidden Information and TWE (with and without personalization) would increase inconsistency in average consumers. Evidence from
the two experiments largely confirms that this is the case. H3 stated that a cool down protective measure would reduce inconsistency
when the design includes Hidden Information or TWE. Data from our first study showed an effect which is small in size and not
statistically significant. However, a TWE designed to increase the choice of data protection succeeded in reducing inconsistency.

H2 stated that Hidden Information and TWE (with and without personalization) would increase inconsistency in vulnerable
consumers. H4 stated that a cool down protective measure would reduce inconsistency when the design includes Hidden Information
or TWE. These two hypotheses were tested with experiment I. Data support H2. On vulnerable consumers, the effect of the protective
measure is relatively larger than in average consumers but still fails to reach statistical significance.

We summarize the evidence in Table 5 below.

7.2. The transaction test as a policy instrument

The transaction test is transparent, its results are easy to communicate, and the method is flexible. In this way, regulatory agencies
have access to an instrument that can be applied as probatory evidence in cases involving consumer protection against alleged
manipulation by companies. The test protects the incentives to innovate in front end design, without loosening the guarantees for
consumers.

The measure of inconsistency is dichotomic. Thus, it is simple to understand but treats equally any violation. In our first study, this
is not a concern, because the violation is large and is directly reflected into the incentive system (pay for consistency): the harm to
consumer is a linear transformation of inconsistency. As we show in the market experiment, other measures are possible, such as
paying in proportion to the size of the violation. A possible alternative would be introducing some measure of money pump (Echenique
et al. 2013) or a measure of welfare loss with respect to the maximum achievable payoff (which could be particularly relevant if the
task is generalized allowing for multiple packages). The reason why our first study did not include such complications is that the policy
request that motivated the study imposed some constraints. Priorities are often different between the policy domain and academia. For
instance, the manipulation of the price became less important than the “realism” of the package, or the test of different sentences in the
protective measures. We believe in evidence-based policy, and these are trade-offs that we are willing to face. Our experience is that the
use of stated preferences and the use of a simple dichotomic outcome make the test more persuasive in non-academic communication.

Findings from experiment II illustrate how the transaction test improves on tests which measure behavioral change. There, together
with a conventional dark pattern version of TWE, we introduced a treatment designed to steer choices towards data protection (TWE
Bright Pattern) and showed that it significantly and substantially reduces inconsistency. A test based on behavioral change would have
detected significant impacts of both TWE Dark Pattern and TWE Bright Pattern. So did the transaction test. But, since the transaction
test is explicit on its behavioral assumptions, it was able to differentiate its recommendations between the two versions of TWE, even
though their appearance and underlying manipulative technique are the same.

Part of the credibility of the transaction test relies on its flexible structure, whereby relevant framings can be introduced to elicit the

Table 5
Summary of the hypotheses.

Treatment Change in the share of inconsistency (percentage points) Source

H1: Impact of Dark Pattern, Average Consumer

Hidden Information 12.25 Experiment I
TWE 6.02 Experiment I
Personalization 9.84 Experiment I
Hidden Information 42.64 Experiment II
TWE 17.03 Experiment II
H2: Impact of Dark Pattern, Vulnerable Consumer

Hidden Information 5.80 Experiment I
TWE n.s Experiment I
Personalization 5.50 Experiment I
H3: Impact of Protective Measure, Average Consumer

Cool Down v. Hidden n.s. Experiment I
Cool Down v. TWE n.s. Experiment I
Cool Down v. Personalization n.s. Experiment I
Cool Down-disclosure v Personalization n.s. Experiment I
TWE (Bright Pattern) v. Control -15.79 Experiment II
H4: Impact of Protective Measure, Vulnerable Consumer

Hidden + Cool Down n.s. Experiment I
TWE + Cool Down n.s. Experiment I
Personalization + Cool Down n.s. Experiment I
Personalization + Disclosure n.s. Experiment I
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social expectations implicit in a real-world setting that the policy question addresses. In our experience, these drivers of external
validity include some element of overload, achieved through distracting stimuli, an intermediate task etc. We stress that this is
essentially done for external validity, while our findings show that these are not the key driver behind the effect of dark patter. Had that
be the case, the introduction of incentivized time pressure would have led to larger — not smaller — effect sizes.

7.3. Welfare harm

In experiment I, due to how incentives are computed, namely that consistency is paid ten times an inconsistent choice, monetary
losses due to dark patterns are proportional to the treatment effect on the rate of inconsistency. In experiment II, the strongest dark
patterns costs participants 25 cents on the euro, while the loss is lower for other dark patterns. This illustrative example of how to
conduct welfare analysis shows the flexibility of the transaction test and the possibility to perform cost-benefit assessments. Never-
theless, this is out of the scope of this paper, whose core aim is to translate existing regulatory provisions into an experimental
methodology.

Specific features of the choice domain influence the potential welfare consequences. Platforms deploy dark patterns at scale, thus
extracting rents on each transaction, which may be small for the individual consumer but add up to significant welfare harm due to the
scale of operation. Within this context, revealing the presence of even small individual welfare losses becomes particularly relevant
because the situation resembles a collective action problem: customers may notice dark patterns and feel annoyed by them, but may
fail to act because the individual loss may not justify the effort. A recent contribution by two of the authors explores institutions
facilitating coordinated action to circumvent this problem (Bogliacino et al. 2025).

7.4. Measurement error

The structure of the transaction test may raise questions over the potential bias introduced by the first task when preferences are
self-reported. Moreover, the use of two elicitation methods (first in the preference and then in the choice tasks) may inflate the rate of
inconsistency, as has been previously observed in the debate on preference reversal (Grether and Plott 1979) or the privacy paradox
(Solove 2021). We address this critique in what follows.

In the first experiment, participants are incentivized to behave consistently, they are paid a larger sum, A, if they choose consis-
tently with previously stated preferences, My, and a smaller sum, g, if they do not. Even assuming that My is reported with error as My +

&, with My being the true value, the incentive system only depends on the reported value, My, and not the true value, M;. Thus, recall

error, rather than noise, matters. As we reported in the robustness checks in Section 4, recall cannot substantively affect our findings: in
an intermediate task, we directly measure recall through an incentivized task. We find that all our participants recall within a 40 %
margin of the price difference they will face in Task II.

Moreover, when we move from stated My in experiment I to randomly assigned My in experiment II, any source of measurement
error besides recall is removed by design. The market experiment thus shuts down this channel. The transaction test reaches the same
conclusions in both settings: the second study largely confirms the main results from the first study, detecting larger effects.

Finally, the transaction test is an assessment in change, not in level. It does not judge website customizations by the share of people
who choose consistently, but by its relative performance with respect to a control condition. Randomization is taking care of potential
confounds, especially for sample sizes as the ones in our first experiment.

Another potential source of measurement error can be due to the exact instructions used at the moment of choice in the second task.
We used a very simple text: “Now make your choice. Select the package you prefer”, which does not remind subjects about the
incentive structure. Although the task had been clearly explained and tested for comprehension, our phrasing here may have increased
the baseline level of inconsistency. Nevertheless, instructions were kept constant across conditions, thus not affecting the estimation of
treatment effects.

7.5. Dark patterns affecting consumers’ preferences

The results of the transaction test would be biased if the introduction of a dark pattern changes consumer preferences.

The transaction test measures consistency in terms of a specific characteristic’s value (M, ps), while goods are vectors with many
characteristics. Most dark patterns, and certainly those studied here, modify the consumer’s choice journey, not the narrative around
specific characteristics. For instance, website customizations trick consumers over luggage options, data privacy, or automatic
renewal, but they are not meant to persuade consumers over luggage, privacy or renewal. As a result, preference change is seldom an
issue.

Both experiments in this paper shut down the channel of preference change. Incentives systems transparently depend on correctly
recalling the stated preferences or the assigned monetary valuations. In fact, the very issue of preference change materializes only in
settings where both Task I and Task II are incentivized based on outcomes (see below).

7.6. Helping consumers make consistent choices

The extent of inconsistency in the control is the same in the first and second study. It is also very similar to the rate of inconsistency
between elicited WTP and data-money exchange (37 %) in the work by Lee and Weber (2024) and to the rate originally found in the
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experiments over preference reversal (Grether and Plott 1979): if we aggregate over P- and $-bet, the rates in the three experiments are
33 %, 37 %, and 33 %. Even allowing for some measurement error, there is space for improving choices, through better design and
through protective measures. The experimental evidence presented in this article documents that a transparency-based remedy does
not provide an effective solution, at least for the setting we analyzed. The “cool down” is an implementation of the idea that a “sludge”
can also be favorable to consumers (Sunstein 2022) and can be related to the concept of decision-points (Soman et al. 2019; 2010). The
behavioral assumption underlying this approach is that impulsivity of the decision-maker drives the effectiveness of the choice ar-
chitecture. In fact, Sin et al. (2022) listed cool down (reflection) as a behavioral intervention against purchase impulsivity, together
with distraction and postponement.

The results from our experiments do not seem to support this System I[-System II (Kahneman 2011) interpretation of deceptive
design (Luguri and Strahilevitz 2021b; UK Competition and Market Authority 2022; Mathur et al. 2019b). The dual process model
posits that participants tend to make impulsive decisions most of the time, even though they are equipped with an alternative
deliberative system that processes all the information, because the latter is only activated when the incentives are strong enough.
Under a dual process explanation, two stylized facts should hold. First, the impact of dark patterns should be stronger for vulnerable
consumers than for average consumers. Second, the best protective measure should indeed be a reflection intervention (Sin et al.,
2022). Instead, in our data, the impact of dark patterns for average consumers is one and a half to two times higher than for vulnerable
consumers and the cool-down intervention was ineffective. Future research should explore alternative behavioral explanations of the
efficacy of manipulative practices.

7.7. Separate incentive compatible elicitation of preferences and choices

The two experiments reported in this paper address framed goods. A companion experiment reported in the SOM assesses the
robustness of the transaction test in a domain where both preference elicitation and choice can be incentivized. As we indicated in
Section 2, this is one of the three alternative implementations of the transaction test.

In this additional lab experiment, the main choice involves lotteries with binary outcomes (a reward and a loss), which can be
incentivized at both stages of the transaction test. Fixing the loss, the “contractual terms” of the binary lottery become the probability
of winning and the size of the reward. In the adapted first stage of the transaction test, we use the Multiple Price List (MPL) task to elicit
the trade-off between these contractual terms. Participants complete four versions of this task. In the adapted second stage of the
transaction test, the subjects perform a set of dichotomic choices over randomly selected rows from the MPLs. The second stage can be
repeated multiple times with different conditions, without revealing our aim. By selecting random rows from the MPLs, we observe
choices at varying distances from the indifference point, both below and above. We randomly assign participants to different sequences
of conditions for the binary choices, which include a neutral control, a version of TWE, and a “default” treatment (a colored button).
We could not introduce hidden information or personalization in this environment.

Our findings indicate that the share of inconsistency in the control reaches 37 %. Under dark patterns, the share increases by 4 pp,
mostly in the TWE treatment. While subjects become less inconsistent in the control in later rounds (from 41 % to 33 %), they do not
under dark patterns (from 40 % to 41 %). Inconsistency for binary choices close to the indifference point is similar across conditions
(45 %). Moving away from the indifference point, the level of inconsistency drops for both control and dark patterns, but significantly
more for the former (32 % against 38 %). A detailed explanation of the design and the results is presented in SOM, Section VI.

7.8. Concluding remarks

This article introduces the transaction test: a tool to determine whether a practice steers consumers to make transaction decisions
that contradict their individual preferences, operationalizing the legal definition of unfair commercial practice. The transaction test
allows for a controlled assessment of the practice and transforms the measurement of manipulation into a straightforward empirical
test. Our market experiment shows that the transaction test is a general and robust approach. Online platforms continuously introduce
new deceptive designs and deploy them at scale (Luguri and Strahilevitz 2021b; Mathur et al. 2019b; Bosch et al. 2016b; Cara 2019,
BEUC, 2022). Our method helps researchers and policymakers to decide when they represent a potential threat.
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