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Abstract

As artificial intelligence (AI) becomes ubiquitous across various fields, understanding
people’s acceptance and trust in Al systems becomes essential. This review aims to identify
quantitative measures used to measure trust in Al and the associated studied elements.
Following the PRISMA guidelines, three databases were consulted, selecting articles pub-
lished before December 2023. Ultimately, 45 articles out of 1283 were selected. Articles were
included if they were peer-reviewed journal publications in English reporting empirical
studies measuring trust in Al systems with multi-item questionnaires. Studies were ana-
lyzed through the lenses of cognitive and affective trust. We investigated trust definitions,
questionnaires employed, types of Al systems, and trust-related constructs. Results reveal
check for diverse trust conceptualizations and measurements. In addition, the studies covered a wide
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updates range of Al system types, including virtual assistants, content detection tools, chatbots,
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anthropomorphism of the systems. The review underlines the need to adapt measurement
of trust in the specific characteristics of human—AlI interaction, accounting for both the cog-

nitive and affective sides. Trust definitions and measurement could be chosen depending
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also on the level of anthropomorphism of the systems and the context of application.
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This complexity is further compounded by the fact that Al systems vary greatly in their
modalities and areas of application, for example, considering the distinct features that
differentiate an online shopping assistant from diagnostic systems in the medical field.
Presumably due to this variety, there is also substantial variability in how trust is measured
and in the factors studied in relation to it [4,5].

One possible way to further the understanding of trust processes is to adopt a con-
ceptualization that enables us to grasp its complexity. To that end, this review will employ
the theory that defines trust as comprising two components: cognitive and affective. Trust,
in fact, develops from the combined action of rational, deliberate thoughts and feelings,
intuition, and instinct [7].

Cognitive trust represents a rational, evidence-based route of trust formation, cen-
tring on an individual’s evaluation of another’s reliability and competence. This trust is
grounded in an assessment of the trustee’s knowledge, skills, or predictability, aligning
with the notion of rational judgement in interpersonal relationships [8-10]. These attributes
of being reliable and predictable represent the trustee’s trustworthiness, which derives
from their evaluation by the trustor [11]. Several scholars categorize credibility or relia-
bility as cognitive trust, contrasting it with affective trust, which is rooted in emotional
bonds [9,12-14]. Cognitive trust involves an analysis-based approach where individuals
use evidence and logical reasoning to assess the trustee’s dependability, differentiating
between trustworthy, distrusted, and unknown parties [7]. Within this process, cognitive
trust mirrors the attitude construct, as it is grounded in evaluative processes that rely on
“good reasons” to trust [7]. In human relationships, cognitive trust reflects a person’s confi-
dence in the trustee’s competence. This evolves according to the knowledge accumulated
in the trustor—trustee relationship, which helps to form predictions about the likelihood of
their consistency and adherence to commitments [10,15]. The development of cognitive
trust is therefore gradual, requiring a foundation of knowledge and familiarity that allows
each side to estimate trustworthiness based on the situational evidence available within
the relationship [16,17].

Nevertheless, it is important to emphasize that trust in someone is not just a matter of
rational estimation of their trustworthiness, but is closely linked to affective trust involving
aspects such as mutual care and emotional bonding that, if good enough, can generate feel-
ings of security within a relationship [10,18,19]. Unlike cognitive trust, which is grounded
in rational evaluation, affective trust is shaped by personal experiences and the emotional
investment partners make, often resulting in trust that extends beyond what is justified by
concrete knowledge [13,20]. This type of trust relies on the perception of a partner’s genuine
care and intrinsic motivation, forming a confidence based on emotional connections [10].
Affective trust is particularly relevant in settings where kindness, empathy, and bonding
are perceived as core aspects of a relationship [14,21]. Within affective trust, emotional
security provides assurance and comfort, helping individuals believe that expected benefits
will materialize even without actual validation [22]. This form of trust plays a significant
role in relationships, often prevailing as a strong indicator of overall perceived trust [23,24].
The affective response embodies these “emotional bonds” [17], complementing cognitive
trust with an instinctive feeling of faith and security, even amid future uncertainties [7,10].

Although general trust theories were first developed to explain human relationships,
their application to human—Al interaction can be justified in light of the peculiar character-
istics these systems hold. Al technologies have, in fact, features that allow them to respond
in a syntonic and consistent manner with user requests. This can be perceived as more
human-like than others and thus elicit modes of interactions that presuppose social rules
and norms typical of humans relationships [25-28]. Nevertheless, not all systems present
the same characteristics. As some can be equipped with clear human-like features, such
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as virtual assistants that use natural language to communicate, others do not resemble
humans at all, for example, Al-powered machines operating in factories.

We argue that, based on the specific characteristics of each Al system, the two trust
components may have different degrees of relevance. For example, the constant use and
presence of features that encourage the anthropomorphism of the system could lead to trust
being more strongly explained by its affective side. In fact, anthropomorphism involves
attributing human characteristics to artificial agents [29,30], which, along with regular
interaction, is hypothesized to foster an emotional connection. This could cause the user to
rely on the technology not so much because of a careful and rational assessment of its ability
to achieve a goal, but rather due to the parasocial relationship created with it over time.

Another factor that could be considered to hypothesize the dominance of one com-
ponent of trust over another is the level of risk associated with choosing to rely on the
technological tool. An example of a low-risk application can be found in Netflix’s rec-
ommendation algorithm, which helps viewers to decide what to watch based on their
preferences [31]. In other cases, safety and survival of the person relying on the system are
involved, as it is with self-driving cars or medical AI [32,33]. It is possible to hypothesize
that the cognitive component of trust, more than the affective one, is primarily involved in
high-risk applications than the affective one, where a person’s self-preservation instinct
requires that the choice be marked by a good degree of certainty regarding the likelihood
of success.

In light of this complexity associated with the trust construct in human relationships,
it becomes even more important to explore the cognitive and affective components in
the relationship with Al This paper aims to identify how these components have been
analyzed within research on trust in Al In particular, it aims to systematize the method-
ological elements by highlighting critical aspects of self-report measures widely used for
trust analysis.

The novelty of the current work consists in providing parameters that could guide
future research in a more coherent and comparable way. Previous reviews [6,34] have
shown great methodological variability, which often entails replicability issues. These could
be overcome by employing specific criteria to decide on how to measure trust in artificial
systems, specifically through the lens of affective—cognitive trust theory. Accordingly, it will
consider definitions or conceptualizations of the trust construct (cognitive and affective),
the characteristics of the scales used to measure it, the experimental stimuli, the types of
systems studied, and the variables examined in association with trust.

2. Materials and Methods

A systematic review of the scientific literature was conducted to examine how trust
in Alis measured in its cognitive and affective components using self-report scales. Only
journal articles employing self-report scales with more than one item were considered
eligible for inclusion. A review protocol was compiled, following the Preferred Reporting
Items for Systematic Reviews and Meta-Analysis (PRISMA) guidelines [35].

2.1. Study Selection Criteria

The following selection criteria were applied to the articles found in databases: re-
search studies were eligible for inclusion; chapters, books, reviews, conference papers, and
workshop papers were excluded. Acknowledging the relevance of studies presented and
published in conference and workshop proceedings in technical fields, this choice was
applied to guarantee a satisfactory psychometric methodological quality. An argument is
made that even among research conducted and analyzed in other fields of study, such as
computer science, engineering or economics, undergoing a tied peer-review process, as the
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one required by journals, could be indication of more rigorous human-related measures.
The structural requirements for conference and workshop papers also usually entail brevity,
which in turn allows them to contain extensive methodological information (e.g., [36,37]).
They would therefore be unsuited for the current work as they do not provide the necessary
material to analyze.

The abstracts of the identified publications were screened for relevance to the selection
criteria. Specific inclusion criteria were measuring trust in Al systems and using self-report
questionnaires consisting of more than one item to measure trust. To that end, papers
that described qualitative or mixed methods or quantitative methods with an insufficient
number of items were rejected. Although no restrictions were applied with regard to the
scientific field of study, the aim was to gather measures that could be psychometrically
valid. To this end, the multi-item criterion was introduced, as it has been demonstrated how
this kind of scale can guarantee a higher level of both reliability (by adjusting random error
and increasing accuracy [38,39]) and construct validity, especially in the case of multifaceted
constructs [40,41] such as trust. We included only journal articles in English. There were
no restrictions regarding the type of Al system under scope and the field of application
of the technology. This review examines scientific literature published before December
2023. It can be seen, however, that almost all the articles collected by the research team
were produced in the last five years. This is consistent with the trend in the development
of Al system functions. Modern Al interfaces feature greater interactivity and usability
characteristics [42,43], which have contributed to their increasing diffusion in recent years.
As a consequence, the interest of research on the topic has also increased, as has the specific
focus on aspects such as fairness [44,45]. This temporal distribution ensures the analysis
of articles that address the most recent and currently utilized forms of systems present in
users’ daily lives.

2.2. Data Sources and Search Strategy

Electronic literature searches were performed using Web of Science, ACM Digital
Library, and Scopus. Two researchers reviewed the potential studies individually for
eligibility. A list of keywords was used to identify the studies, through an interactive
process of search and refine. Table 1 shows the detailed search strategy. Each database was
searched independently, according to a specific interaction research string: (“Trust” OR
“Trustworthiness”) AND (“AI” OR “Artificial Intelligence” OR “Machine Learning”). A
choice was made to include both “trust” and “trustworthiness” given the close relationship
between the two, with the latter being one of the main antecedents of the first, and with the
aim of exploring measurement that encompasses multiple phases of the trusting process,
from perception of trustworthiness to the actual trust and consequent trusting intention.
No limitation regarding research areas was applied. The article screening process was
conducted using the Rayyan platform.

Table 1. Detailed search strategy accounting for the subtotal of publications for each database; the
quantity of articles removed for specific reasons (duplicates between different databases and wrong
type of publication, namely not journal articles); the number of articles screened for title and abstract;
and finally the number of articles included in the analysis.

Trust OR Trustworthiness . ACM Digital
AND Web of Science Scopus Library
Artificial Intelligence 162 194 28
Al 222 298 52
Machine Learning 133 135 59

Subtotal

517 627 139
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Table 1. Cont.
Trust OR Trustworthiness . ACM Digital
AND Web of Science Scopus Library
Total 1283
Duplicated removal 360
Wrong type of publication 281
Identified studies for Abstract and Title 642
screening
Included 45
3. Results

After the removal of duplicates and title and abstract screening of electronic database

search results, 50 articles were full-text-screened. Five articles showed a methodology that did

not meet the criteria. For this reason, a total of 45 articles were included (see Table 2 for the

summary of the studies). Figure 1 shows the study selection flow chart. The results are orga-

nized with respect to the following sections: definitions of trust employed, types of Al systems

considered, experimental stimulus, and most significant constructs related to trust in AL

Table 2. Papers included: brief description.

Research Questions (RQ)/Hypotheses (H)

N  Authors Regarding Trust Results
RQ1: What is the difference in the level of trust
in Al tools for spam revie;/v detection between Older adults’ evaluations of the competence,
1 [46] younger and older ad}ﬂts. . s benevolence, and integrity of Al tools were
RQ2: How does the difference in credibilit .
. . y found to be far higher than younger adults’.
judgments of reviews between humans and Al
tools affect the users’ trust in Al tools?
Regardless of information framing, higher
RQ1: Does providing information about the leve}s Oé trust }/vere p.ercei‘lged b};lthz?e who
2 [47] performance of Al enhance or harm users’ levels recetved no 1.n orrr.la.tlon about the S
of (a) cognitive and (b) behavioural trust in AI? performance; participants were more likely to
© perceive high levels of trust when they did not
feel ownership of the message.
RQ1: Does Al visibility result in lower trust
during the process of purchasing health Trust was higher without visible Al
3 [48] insurance online? involvement; perceived ease of use had the
RQ2: Does perceived ease of use have the same  same influence on trust in Al, regardless of
influence on trust in Al if Al is visible during the Al visibility.
purchase of health insurance online?
RQ1: What are the anthropomorphic attributes ~ Chatbot anthropomorphism has a significant
of chatbots influencing consumers’ perceived effect on consumers’ trust in chatbots (when
trust in and responses to chatbots? consumers infer chatbots as having higher
RQ2: How do the anthropomorphic attributes of warmth or higher competence based on
chatbots influence consumers’ perceived trust in  interaction with them, they tend to develop
and subsequent responses to higher levels of trust in them). Among the
4 [49] chatbots? three anthropomorphic attributes, perceived

RQ3: To what extent do the impacts of the
anthropomorphic attributes of chatbots on
consumers’ perceived trust in chatbots

depend on the type of relationship norm that is
salient in consumers’ minds during the

service encounter?

competence showed the largest effect size.

The effect of the anthropomorphic attributes of
chatbots on consumers’ trust in them resulted
to be contingent on the type of relationship
norm that is salient in their minds during the
service encounter.
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Table 2. Cont.

Research Questions (RQ)/Hypotheses (H)

N  Authors Regarding Trust Results
How do citizens evaluate the impact of Al Complexity was not shown to have a relevant
5 [50] decision-making in government in terms of o ffecfon trﬁs ;
impact on citizen values (trust)? '
RQ1: Compared with no transparency, what are hgzgzérég-av%ﬁi?’ilr?iﬁfrir:s;scgsdsis;’cs:c?\i}ith
the effects of placebic transparency on (a) p / : .
6 [51] ; . . lower uncertainty and higher trust.
uncertainty, (b) trust in judgments, (c) trust in .
system, and (d) use intention? Transparency reduced uncertainty and
y / ) enhanced trust.
RQ1: What is the relationship between a user’s
trust in a VAS and intention to use the VAS? . litv sienificantly led
7 [52] RQ2. What is the relationship between a VAS's Interachop qua .1ty significantly led to user
interaction quality and trust and intention to use
a user’s trust in the VAS?
RQ1: What is the i f social infl - . o
or? eygeiszjis ttruesi’r)npact o soclat infitiehce Social influence had a significant direct positive
RQE' What is the iin act of perceived trust effect on perceived trust, and perceived trust
3 (53] on tﬁe intention to uIs)e AT? p had a significant direct positive effect on the
RQ3: What is the me diatic;n impact of personal intention to use. Personal innovativeness and
inno'vativeness and perceived trust between Pefrlceived trUSt}F a.rtially. mediated social
social influence and the intention to use AI? influence and the intention to use.
Causability played an antecedent role to
explainability and an underlying part in trust.
Users acquired a sense of trust in algorithms
when they were assured of their expected level
RQ1: How do explainability and causability of FATE. Trust significantly mediated the
9 [4] affect trust and the user experience with a effects of the algorithms” FATE on users’
personalized recommender system? satisfaction. Satisfaction stimulated trust and in
turn led to positive user perception of FATE.
Higher satisfaction led to greater trust and
suggested that users were more likely to
continue to use an algorithm.
i%ﬁ;ﬂii;;;%ﬁfgﬁig AT ethicality on trust AT’s unethical actions decreased trust in the AT
10 [54] RQ2: If unethical actions damage trust, how 35:1 i}:oet (;‘;Ef)ililai?inx}\;ilt)}fg:j:eealsr;ctlr}clrsl;sltniirili T
effective are common trust repair strategies after human teammate
an Al teammate makes an unethical decision? '
Younger and more educated individuals
indicated greater trust in Al, as did familiarity
RQ1: What influence, if any, do the ethical with smart consumer technologies. Propensity
11 [55] ro u'irements of AT héwe or?trus tin AT? for trust in other people as well as trust in
9 ) institutions were strongly correlated with both
dimensions of trust (human-like and
functionality trust).
Trust had a significant effect the on intention to
. . . use AL
RQ1: Is there a difference in the influence . . .
between the human-like dimension and the Both dimensions of trust (human-like and
12 [1] functionality) shared a similar pattern of effects

functionality dimension of trust in Al within the
TAM framework?

within the model, with functionality-related
trust exhibiting a greater total impact on usage
intention than human-like trust
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Table 2. Cont.

Research Questions (RQ)/Hypotheses (H)

N  Authors Regarding Trust Results
RQ1: When humans and Al together serve as Users trusted Al for the moderation of content
moderators of content (vs. Al only or human just as much as humans, but it depended on
only), what is the relationship between the heuristic that was triggered when they
13 [56] interactive transparency (vs. transparency vs. no  were told Al was the source of moderation.
transparency) and (a) trust, (b) agreement, (c) Allowing users to provide feedback to the
understanding of the system and (d) perceived  algorithm enhanced trust by increasing
user agency, human agency, and Al agency? user agency.
RQ1: How does anthropomorphism affect
customer trust in AI?
RQ2: What effect does empathy response have ~ Anthropomorphism and interaction did not
14 [57] on customer trust in AI? play critical roles in generating customer trust
RQ3: What effect does interaction response have in Al unless they created communication
on customer trust in AI? quality with customers.
RQ4: What is the relationship between
communication quality and customer trust in AI?
RQ1: What is the influence of perceived
usefulness of voice-activated assistants on users’
attitude to use and trust towards the technology?
RQ2: What is the influence of perceived ease of
use of voice-activated assistants on users’
attitude to use and trust towards the technology? The social attributes (social presence and social
RQ3: What is the influence of perceived cognition) were the unique antecedents for
enjoyment of voice-activated assistants on users’ developing trust. Additionally, a peculiar
15 58] attitude to use and trust towards the technology? dynamic between privacy and trust was
RQ4: What is the influence of perceived social shown, highlighting how users distinguish two
presence of voice-activated assistants on users”  different sources of trustworthiness in their
attitude to use and trust towards the technology? interactions with VAs, identifying the brand
RQ5: What is the influence of user-inferred social ~producers as the data collector.
cognition of voice-activated assistants on users’
attitude to use and trust towards the technology?
RQ6: What is the influence of perceived privacy
concerns of voice-activated assistants on users’
attitude to use and trust towards the technology?
Uncanniness had a negative impact on trust in
16 [59] RQ1: What is the effect of uncanniness on trust artificial agents. Perceived harm and perceived
in artificial agents? injustice were the major predictors
of uncanniness.
RQ1: Does employees’ perceived transparency
mediate the impact of Al decision-making
transparency on employees’ trust in AI?
RQ2: What impact does employees’ perceived
effectiveness of Al have on employees’ trust in AI?
RQ3: Do employees’ perceived transparency and Al decision-making transparency (vs.
perceived effectiveness of Al have a chain non-transparency) led to higher perceived
17 [60] mediating role between Al decision-making transparency, which in turn increased both

transparency and employees’ trust in AI?

RQ4: Does employees’ discomfort with Al have
a negative impact on employees’ trust in AI?
RQ5: Do employees’ perceived transparency of
and discomfort toward Al have a chain
mediating role between Al decision-making
transparency and employees’ trust in AI?

effectiveness (which promoted trust) and
discomfort (which inhibited trust).
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Table 2. Cont.

Research Questions (RQ)/Hypotheses (H)

N  Authors Regarding Trust Results
RQ1: How is Al trusted compared to
human doctors?
RQ2: When an Al system learns and then
provides patients” desired treatment, will they
pereelve the'AI system o care for them and, Participants trusted the Al system less than a
therefore, will they trust the Al system more
) . B doctor, even when the Al system learned and
18 [61] than when the Al system provides patients . . Iy
. : E suggested their desired treatment and even if it
desired treatment without learning it? erformed at the level of a human doctor
RQ3: Will an Al system proposing the treatment P '
preferred by the patient be trusted more than
that not proposing the patient’s preferred
treatment, regardless of whether or not it learns
the patient’s preference?
RQ1: How does trust in Siri influence Perceived risk seemed to have a significantly
brand loyalty? negative influence on brand loyalty. The
RQ2: How do interactions with Siri influence influence of novelty value of using Siri was
19 [62] brand loyalty? found to be moderated by brand involvement
RQ3: Will a higher level of perceived risk be and consumer innovativeness in such a way
associated with a lower level of brand loyalty? the influence is greater for consumers who are
RQ4: How does the novelty value of Siri less involved with the brand and who are
influence brand loyalty? more innovative.
RQ1: Does employees’ general trust in
technology impact on their trust in Al in A positive relationship between general trust in
the company? technology and employees’ trust in Al in the
20 [63] RQ2: Does intra-organizational trust impacton =~ company was found, as well as between
employees’ trust in Al in the company? intraorganizational trust and employees’ trust
RQ3: Does employees” individual competence in Alin the company
trust impact their trust in Al in the company?
RQ1: Does human—computer trust play a
mediating role in the relationship between
patients self—requn51b111ty a’Etrlbutlon and Patients’ self-responsibility attribution was
acceptance of medical Al for independent o
. . positively related to human—computer trust
diagnosis and treatment? S
(HCT). Conscientiousness and openness
RQ2: Does human—computer trust play a h h e
mediating role in the relationship between strengthened the association between HCT and
21 [64] acceptance of Al for independent diagnosis

patients’ self-responsibility attribution and
acceptance of medical Al for assistive diagnosis
and treatment?

RQ3: Do Big Five personality traits moderate the
relationship between human-computer trust and
acceptance of medical Al for independent
diagnosis and treatment?

and treatment; agreeableness and
conscientiousness weakened the association
between HCT and acceptance of Al for
assistive diagnosis and treatment.
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Table 2. Cont.

Research Questions (RQ)/Hypotheses (H)

N  Authors Regarding Trust Results
RQ1: Does human—computer trust mediate the
relationship between performance expectancy
and healthcare workers’ adoption intention of
Al-assisted diagnosis and treatment?
RQ2: Does human—computer trust mediate the Social influence and human—computer trust,
relationship between effort expectancy and respectively, mediated the relationship between
healthcare workers’ adoption intention of expectancy (performance expectancy and effort
Al-assisted diagnosis and treatment? expectancy) and healthcare workers” adoption
” RQ3: Can the relationship between performance intention of Al-assisted diagnosis and
[65] ; . 1
expectancy and healthcare workers” adoption treatment. Furthermore, social influence and
intention of Al-assisted diagnosis and treatment human—-computer trust played a chain
be mediated sequentially by social influence and mediation role between expectancy and
human—computer trust? healthcare workers” adoption intention of
RQ4: Can the relationship between effort Al-assisted diagnosis and treatment.
expectancy and healthcare workers” adoption
intention of Al-assisted diagnosis and treatment
be mediated sequentially by social influence and
human-computer trust?
RQ1: Will an interactive process (Interactive Compared to noninteractive techniques,
Machine Learning) develop behaviours that are  Interactive Machine Learning (IML) behaviours
23 [66] more trustworthy and adhere more closely to were more trusted and preferred, as well as
user goals and expectations about search recognizable, separate from non-IML
performance during implementation? behaviours.
While the clinicians’ trust in automated
RO1: What is the infl £ trust linici diagnosis increased with the explanations, their
24 [67] bQ ) aris the imntiuence of trust on CAmCans 1o nce on the diagnosis reduced as clinicians
ased on the ML explanations? . .
were less likely to rely on algorithms that were
not close to human judgement.
25 RQ1: Do explainability artifacts increase user Users' trust of bla'ck—box.systen.ls was high and
[68] . ! explainability artifacts did not influence
confidence in a black-box Al system? this behavi
is behaviour
Teachers with constructivist beliefs were more
likely to integrate EAITs than teachers with
RQI: How do teachers’ perceived trust affect transrpissive orientations. PerceiYed usefulpess,
their acceptance of EAITs? perceived ease of use, and percelveq trust in
26 [69] EAITs were determinants to be considered

RQ2: What is the most dominant factor that
affects teachers’ intention to use EAITs?

when explaining teachers” acceptance of EAITs.
The most influential determinant of predicting
their acceptance was found to be how easily
the EAIT is constructed.
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Table 2. Cont.

Research Questions (RQ)/Hypotheses (H)

N  Authors Regarding Trust Results
RQ1: What is the correlation between users’
behaviour of trusting Al virtual assistants and
the acceptance of Al virtual assistants?
RQ2: What is the correlation between perceived
usefulness and users’ behaviour of trusting Al
virtual assistants?
RQ3: What is the correlation between perceived
ease of use and users’ behaviour of trusting Al
virtual assistants? Functionality and social emotions had a
RQ4: What is the relationship between perceived significant effect on trust, where perceived
o7 [70] humanity and user trust in artificial intelligence  humanity showed an inverted U-shaped
virtual assistants? relationship with trust, and trust mediated the
RQ5: What is the correlation between perceived  relationship between both functionality and
social interactivity and user trust in artificial social emotions and acceptance.
intelligence virtual assistants?
RQ6: What is the correlation between perceived
social presence and user trust in Al
virtual assistants?
User trust behaviour has a mediating role
between functionality and acceptance.
H5: User trust behaviour has a mediating role
between social emotion and acceptance.
The study has shown that the presence of
RQ1. How do different explanations affect user’s expla'nahons. ncreases Al trust, bl.lt only in
trust in Al systems? certain cgndlthns. Al trust was higher when
RQ2. How do the levels of risk of the user’s expla'mahons Wlth feature importance were
28 decision-making play a role in the user’s trust in prov1dec1 than with counterfactual
[71] Al systems? explanations. Moreover, when the system
RQ3. How ;ioes the performance of the Al performa.nce is not guaranteed, the use (.)f
) , explanations seems to lead to an overreliance
system play a role in the user’s Al trust even h tem. Last] ; P had
when an explanation is present? on the system. Lastly, system performance ha
a stronger impact on trust, compared to the
effects of other factors (explanation and risk).
First, trust in Al and privacy-protective
29 [72] H1. Trust in Al has a positive effect on the degree = behaviour positively impact Al-based service
of use of various Al-based services. usage. Second, online skills do not impact
Al-based service usage significantly.
H1: The different anthropomorphism of social
robots affects students’ initial capability trustin =~ When the degree of anthropomorphism
social robots. of social robots is at different levels, there are
H3: The stronger the student’s attraction significant differences in
30 (73] perception of the social robot, the stronger the students’ initial capability trust evaluation. It

trust in the initial capabilities of the social robot.
H5: There are differences in the initial capability
of students of different ages to trust the initial
capabilities of social robots with different
anthropomorphic levels.

can be

seen that the degree of anthropomorphism of
social robots has an impact

on students’ initial capability trust.
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Table 2. Cont.

Research Questions (RQ)/Hypotheses (H)

N  Authors Regarding Trust Results
The results show that consumers tend to
demand anthropomorphized products to gain
a better shopping experience and, therefore,
demand features that attract and motivate
31 [74] RQ3. Does trust in Al play a role informing them to purchase through artificial intelligence
consumers’ intention to purchase using AI? via mediating variables, such as perceived
animacy and perceived intelligence. Moreover,
trust in artificial intelligence moderates the
relationship between perceived
anthropomorphism and perceived animacy.
H2-1: Information seeking positively affects the
perceived trust of generative AL The findings reveal a negative relationship
H2-2: Task efficiency positively affects the between personalization and creepiness, while
perceived trust of generative AL task efficiency and social interaction are
H2-3: Personalization positively affects the positively associated with creepiness.
3 [75] perceived trust of generative AL Increased levels of creepiness, in turn, result in
H2-4: Social interaction positively affects the decreased continuance intention. Furthermore,
perceived trust of generative AL task efficiency and personalization have a
H2-5: Playfulness positively affects the perceived positive impact on trust, leading to increased
trust of generative AL continuance
H4: Perceived trust of generative Al positively intention.
affects continuance intention.
RQ1: Is there an initial difference for
trustworthiness assessments, trust, and trust
behaviour between the automated system and
the human trustee? The results of the study showed that
RQ2: Is there an initial difference and are there ~ participants have initially less trust in
different effects for trust violations and trust automated systems. Furthermore, the trust
33 [76] repair interventions for the facets of violation and the trust repair intervention had
trustworthiness for human and automated weaker effects for the automated system. Those
systems as trustees? effects were partly stronger when highlighting
RQ3: Will there be interaction effects between the system imperfection.
trust repair intervention and the information
regarding imperfection for the automated system
for trustworthiness, trust, and trust behaviour?
H1: The higher the perceived reliability of Al is,
the more cognitive trust employees display in AL
H2: The higher the Al transparency is, the more  The findings suggest that Al features positively
cognitive trust employees display in Al influence the cognitive trust of employees,
H3: The higher Al flexibility is, the more while work routine disruptions have a negative
34 [77] cognitive trust employees have in Al impact on cognitive trust in AL The

H4: Effectiveness of data governance stimulates
trust in data governance, which leads to
cognitive trust in AL

H5: Al-driven disruption in work routines
lowers the effect of Al reliability, transparency,
and flexibility on cognitive trust in Al

effectiveness of data governance was also
found to facilitate employees’ trust in data
governance and, subsequently, employees’
cognitive trust in AL
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Table 2. Cont.

Research Questions (RQ)/Hypotheses (H)

N  Authors Regarding Trust Results
Hla. Seeking information about Al on
traditional media is positively associated with
trust in Al after controlling for faith in and
engagement leth AL . . Results indicate a positive relationship exists
H1b. Seeking information about Al on social . . . .
. . . . : between seeking Al information on social
media is negatively associated with trust in Al . .
] . media and trust across all countries. However,
after controlling for faith in and engagement " . . -
. for traditional media, this association was only
with AL o S
35 [78] .. . . . present in Singapore. When considering
H2a. Concern about misinformation online will . . o .
o . . misinformation, a positive moderation effect
weaken the positive relationship between . D
. . . . was found for social media in Singapore and
information-seeking behaviour about Al on . .
o : ) India, whereas a negative effect was observed
traditional media and trust in AL for traditional media in Sineapore
H2b. Concern about misinformation online will gapore.
strengthen the negative relationship between
information-seeking behaviour about Al on
social media and trust in AL
Hla: Accuracy experience of Al technology is
positively related to the trust in
Al-enabled services.
H1b: Insight experience of Al technology is
positively related to the trust in The results indicate that accuracy experience,
Al-enabled services. insight
Hlc: Interactive experience of Al technology is  experience, and interactive experience between
positively related to the trust in trust in Al and eWOM engagements are
Al-enabled services. significant, except for the relationship between
H3a: User trust is positively related to eWOM interactive experience and eWOM. Likewise,
engagement. the outcome indicates that trust in Al has a
H3b: User trust is positively related to usage significant positive
36 [79] intention to use Al-enabled services. relationship between usage intention and
Hb5a: Self-efficacy positively moderates the eWOM, while eWOM significantly and
association between accuracy experience and positively influences usage intention. In
trust in AL addition, this study found that word of mouth
H5b: Self-efficacy positively moderates the mediates the association
association between insight experience and trust between accuracy experience and trust in Al
in AL The results show that self-efficacy moderates
Hb5c: Self-efficacy positively moderates the the association between accuracy experience
association between interactive experience and  and trust in AL
trust in AL
H6: eWOM engagement mediates the association
between trust in Al and Al-enabled service
usage intention.
Comparisons between high-trust and low-trust
user groups revealed significant differences in
both open-ended and closed-ended answers.
RQ: How do initial perceptions of a financial AI ~ While high-trust users characterized the Al
37 [80] assistant differ between people who report they  assistant as more useful, competent,

(rather) trust and people who report they (rather)

do not trust the system?

understandable, and human-like, low-trust
users highlighted the system’s uncanniness
and potential dangers. Manipulating the Al
assistant’s agency had no influence on trust or
intention to use.
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Table 2. Cont.

Research Questions (RQ)/Hypotheses (H)

N  Authors Regarding Trust Results
H1. Perceived anthropomorphism has a positive
effect on trust in Al teammates.
H2. Perceived rapport has a positive effect on
trust in A? teammates. . The results show that perceived rapport,
H3. Perceived enjoyment has a positive effect on ) . .
. perceived enjoyment, peer influence,
trust in Al teammates. e - .
. o facilitating conditions, and self-efficacy
H4. Peer influence has a positive effect on trust " :
38 [81] . positively affect trust in Al teammates.
in Al teammates. . I
A . - Moreover, self-efficacy and trust positively
Hb5. Facilitating conditions has a positive effect . . :
. relate to the intention to cooperate with Al
on trust in Al teammates. teammates
Heé. Self-efficacy has a positive effect on trust in '
Al teammates.
HS. Trust in Al teammates has a positive effect
on intention to cooperate with Al teammates.
H1: The expertise of Al chatbots has a positive
impact on consumers’ trust in chatbots.
H2: The responsiveness of Al chatbots has a
positive impact on consumers’ trust in chatbots.
H3: The ease of use of Al chatbots has a positive
impact on consumers’ trust in chatbots.
H4: The anthropomorphism of Al chatbots hasa The results found that the chatbot-related
positive impact on consumers’ trust in chatbots.  factors (expertise, responsiveness, and
H5: Consumers’ brand trust in Al chatbot anthropomorphism) positively affect
providers positively affects consumers’ trust consumers’ trust in chatbots. The
39 [82] in chatbots. company-related factor (brand trust) positively
Hé6: Human support has a negative impact on affects consumers’ trust in chatbots, and
consumers’ trust in Al chatbots. perceived risk negatively affect consumers’
H7: Perceived risk has a negative impact on trust in chatbots. Privacy concerns have a
consumers’ trust in Al chatbots. moderating effect on company-related factors.
HS8: Privacy concerns moderate the relationship
between chatbot-related factors and consumers’
trust in Al chatbots.
HO: Privacy concerns moderate the relationship
between company-related factors and consumers’
trust in Al chatbots.
H1. Street-level bureaucrats perceive Al
recommendations that are congruent with their . .
. . We found that police officers trust and follow
professional judgement as more trustworthy . .
. . Al recommendations that are congruent with
than Al recommendations that are incongruent e . .
. . . X their intuitive professional judgement. We
with their professional judgement, found no effect of explanations on trust in Al
40 [83] H2. Street-level bureaucrats perceive explained P

Al recommendations as more trustworthy than
unexplained Al recommendations.

H3. Higher perceived trustworthiness of Al
recommendations by street-level bureaucrats is
related to an increased likelihood of use.

recommendations. We conclude that police
officers do not blindly trust Al technologies,
but follow Al recommendations that confirm
what they already thought.
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Table 2. Cont.

Research Questions (RQ)/Hypotheses (H)

N  Authors Regarding Trust Results
Results show that gender is significantly
related to behavioural intention to use,
education is positively related to trust and
behavioural intention to use, and usage
H7. Trust positively affects performance experience is positively related to attitude
expectancy of Al virtual assistants. toward using. UTAUT variables, including
HS8. Trust positively affects behavioural intention —performance expectancy, effort expectancy,
to use Al virtual assistants. social influence, and facilitating conditions, are
41 [84] o . . o . . .
HO. Trust positively affects attitude toward using positively related to behavioural intention to
Al virtual assistants. use Al virtual assistants. Trust and perceived
H10. Trust negatively affects perceived risk of Al  risk respectively have positive and negative
virtual assistants. effects on attitude toward using and
behavioural intention to use Al virtual
assistants. Trust and perceived risk play
equally important roles in explaining user
acceptance of Al virtual assistants.
H2a. Consumers have greater trust in a
high-intelligence-level Al compared to a
low-intelligence-level Al
H2b. Trust mediates the relationship between the
intelligence level of Al and consumers’
willingness to d-el.egate tasks to the- AL The findings reveal that increasing Al
H3. Task objectivity has a moderating effecton . . .
. : . : intelligence enhances consumer decision
the relationship between intelligence level of Al . I -
. delegation for both subjective and objective
and trust. Specifically, consumers have greater . . .
. . . o consumption tasks, with trust serving as a
trust in low-intelligence-level Al for objective - L
42 [85] L mediating factor. However, objective tasks are
tasks compared to subjective tasks, but such .
. . . more likely to be delegated to AI. Moreover,
differences in trust are not manifested when the . b
. . anthropomorphic appearance positively
Al has a high intelligence level. .
) . influences trust but does not moderate the
H4. Anthropomorphism has a moderating effect . . . .
. . . . relationship between intelligence and trust.
on the relationship between intelligence level of
Al and trust. Specifically, consumers’ trust in Al
may be enhanced by increased
anthropomorphism when the Al’s intelligence
level is low, but this moderated effect is not
manifested when its intelligence level is high.
H1b. Empathy response has positively impacted The paper reports that empathy response,
customer trust toward Al chatbots. . o L
. " anonymity and customization significantly
H2a. Anonymity has positively . . . .
impacted interaction impact interaction. Empathy response is found
43 [86] P ) to have the strongest influence on interaction.

H2b. Anonymity has positively impacted
customer trust toward Al chatbots.

H5. Interaction has positively impacted
customer trust toward Al chatbots.

Meanwhile, empathy response and anonymity
were revealed to indirectly affect
customer trust.
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Table 2. Cont.

Research Questions (RQ)/Hypotheses (H)

N  Authors Regarding Trust Results
RQ1: How are various user characteristics, such Users’ trust levels in the software were
as (a) demog.raphics, (b) trust prc.)pensity,. (c) fake influenced by both individuals’ inherent
news self-efficacy, (91) fact-checking service characteristics and their perceptions of the Al
usage, (e) Al expertise, (f) and overall Al trust, application. Users” adoption intention was
associated with their trust in specific explainable uIl)tIi)mately ihﬂuence d bl; trust in the detector
gng_allfleosve;\z ?ﬁ;e;zz:ve d machine which explained a significant amount of the
44 [87] char;'ac teristics such as () performance, (b) variance. We also found that trust levels were
collaborative capacity, (¢) agency, and (’ ) high.er when users perceived Fhe application to
complexity associated, with users,’ trust in b(.? highly competentat detecting fake news,.be
explainable ML fake news detectors? highly collaborative, and have more power in
. . L working autonomously. Our findings indicate
RQ3: Hlow does trust in the explainable ML fake that trust is a focal element in determinin,
news detector predict adoption intention of this users’ behavioural intentions &
Al application? '
Hla: Explanations make it more likely that
individuals will delete the proposed files.
H1b: Providing explanations increases both
affective and cognitive trust ratings.
Hlc: By providing information on why the
system’s suggestions are valid, users can better
understand the reliability of the underlying
processes. This should lead to increased
credibility ratings.
H1d: Explanations directly reduce
information uncertainty.
H2a: Information uncertainty in the system’s
proposals mediates the effect of explanations of
the system’s proposals on its acceptance.
H2b: Information uncertainty in the system’s Results show the importance of presenting
proposals mediates the effect of explanations of  explanations for the acceptance of deleting
the system’s proposals on trust. suggestions in all three experiments, but also
45 [88] H2c: Information uncertainty in the system’s point to the need for their verifiability to

proposals mediates the effect of explanations of
the system’s proposals on credibility.

H3a: Individuals high in need for cognition have
a stronger preference for thinking about the
explanations, which helps them to delete
irrelevant files.

H3b: ... build trust.

H3c: build credibility.

H3d: ... to reduce information uncertainty.

H4a: Conscientiousness moderates the impact of
explanations on deletion of irrelevant files.

H4b: ... building trust.

H4c: ... credibility.

H4d: ... on reducing information uncertainty.
Hb5: Deletion is not only an action that causes
digital objects to be forgotten in external memory,
but may also support intentional forgetting of
associated memory content.

generate trust in the system. However, we did
not find clear evidence that deleting computer
files contributes to human forgetting of the
related memories.
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Identification of studies via databases and registers
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Figure 1. Study selection flow chart.

3.1. Defining and Measuring Trust
3.1.1. Definitions of Trust

The studies identified by the current review rely on different definitions of trust.
Mayer et al.’s [89] definition appears common, as it was used as starting point by thir-
teen studies [1,46,47,49,54,55,58,63,72,76,77,80,82]. It was originally thought of as referring
to human-human relationships and conceptualized as “the willingness of a party to be vul-
nerable to the actions of another party based on the expectation that the other will perform
a particular action important to the trustor, irrespective of the ability to monitor or control
that other part”. Their model encompasses three factors of the perceived trustworthiness
of the trustee that act as antecedents of trust: ability, benevolence, and integrity. Ability
can be defined as having the skills and competencies to successfully complete a given
task; benevolence refers to having positive intentions not based solely on self-interest; and
integrity is a descriptor of the trustee’s sense of morality and justice, such that the trusted
party’s behaviours are consistent, predictable, and honest. This theorization has been
used to measure trust towards different applications of technology, like decision-support
websites [90], recommendation agents [91], and online vendors [92].

The concept of vulnerability is also at the core of the definitions employed by three stud-
ies [74,81,87]. These studies referred to, respectively, [93]s, [94]’s, and [9,95]'s work.

The applicability of theorizations originally conceived for human—human relationships
has been widely discussed, and some argued the impossibility of applying them directly to
human-to-machine trust [96]. Mcknight et al. [11], starting from the assumption that, unlike
humans, technology lacks volition and moral agency, proposed three dimensions of trust
in technology: functionality, or the capability of the technology; reliability, the consistency
of operation; and helpfulness, indicating if the specific technology is helpful to users. This
conceptualization was followed by three studies [1,55,84]. The reliability component can
also be found in [4,97]'s descriptions of trust used by [75,85].
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Sullivan et al. [59] referred to Lee’s [98] definition of trust in technology: the attitude
that an agent will help achieve an individual’s goals in a situation characterized by uncer-
tainty and vulnerability. Three studies adopted definitions of trust that directly referred
to technology and Al Yu and Li [60] referred to Hoddinghaus et al. [99], who state that
humans’ trust in Al refers to the degree to which humans consider Al to be trustworthy.
Huo et al. [64] followed Shin and Park’s definition [100]: trust is the belief and intention to
adopt an algorithm continuously. Finally, Cheng, Li, and Xu [65] started from Madsen and
Gregor [23]: human-computer trust is the degree to which people have confidence in Al
systems and are willing to take action. Instead, Zhang et al. [70] started from a conceptual-
ization of trust in virtual assistants specifically, while Wirtz et al.’s [101] described trust as
the user’s confidence that the Al virtual assistant can reliably deliver a service. Ref. [88]
adopted a definition referring to technical systems which states trust as the willingness to
rely on them in an uncertain environment [102,103].

Lee and See [104] proposed a conceptual framework which can be considered as
middle ground between human trust and technology trust and was adopted by two of
the selected studies [51,61]. They suggested the use of ‘trust in automation” and delineate
it in three categories: performance (i.e., the operational characteristics of automation),
process (i.e., the suitability of the automation for the achievement of the users’ goals) and
purpose (i.e., why it was designed and the designers’ intent). Thirteen papers did not state
a clear definition of trust [4,48,50,56,66—68,71,73,78,79,82,86]. Two studies [52,53] based
their research on [105]’s general definition of trust: “a psychological state comprising the
intention to accept vulnerability based upon positive expectations of the intentions or
behaviour of another”. Chi and Hoang Vu [57] used a general definition of trust as well,
more specifically that of [106], which states that trust is the reliability of an individual
ensured by one party with a given exchange relationship. As described, studies rarely refer
to the same definition of trust, resulting in different ways to measure it. Some of them
preferred to adapt human-human trust conceptualizations to relationships between users
and Al systems. Such choice finds support in the fact that interactions between humans and
between humans and technology can have similarities. This can be justified relying on the
Social Response Theory (SRT; [107]), which argues that human beings are a social species
and tend to attribute human-like characteristics to objects, including technological devices;
as a result, they treat computers as social actors. This becomes especially relevant when
talking about Al, as it is often described as capable of human qualities, such as reasoning
and motivations, which also impact people’s expectations and initial trust [34].

Overall, despite referring originally to human relationships, these definitions can
mostly be associated with a cognitive kind of trust as they focus mainly on the ability of
the trustee to achieve the expected goal. Only exception can be found in Mayer et al. [89] if
looking at the antecedents of trust they define as benevolence and integrity. Though these
can also be considered as attributes that are rationally considered by the trustor [14], an
argument can be made that they can be characteristics that also contribute to relationship
quality between trustor and trustee and take part in fostering the affective side of trust
as well. Therefore, it may be noted how, even in the context of human—Al relations, the
composite nature of the trust is recognized, including the interaction between the affective
and cognitive components.

Other studies adopted frameworks that had already been adjusted to include artificial
agents in the analysis of the relational exchange and were specifically validated in human—
computer interaction settings. These seem to focus solely on functional reliability and can
therefore be associated with a cognitive type of trust.
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Trust Questionnaires: From Factors to Item Description

Looking at how the studies measure trust, it can be noticed that most of them focus on
measuring trust itself. On the other hand, three studies [50,76,83] measured trustworthiness
or perceived trustworthiness. Nevertheless, it was deemed as more relevant to go beyond
the constructs and look at the items employed. The questionnaires were retrieved from
the selected articles and their content analyzed. By looking at their content, each item or
group of items has been synthetized with an attribute, as shown in Table 3. Furthermore,
said attributes have been categorized as pertaining more to affective or cognitive trust.
Attributes referring exclusively to reliability (e.g., competence, functionality) have been
considered as proxies of cognitive trust. On the other hand, attributes describing charac-
teristics that, if present, contribute to the formation of a positive and trusting relationship
on a more emotional level (e.g., benevolence, care) have been regarded as associable with
affective trust.

Table 3. Overview of included papers: Al systems studied, trust constructs used, and identification
of trust types and attributes covered in the questionnaires.

N  Authors Al System Trust-Related Constructs Studies CoEslti; ct %}lll)set Attribute
Age
Difference in credibility judgments -
Trust propensity Cognitive Competence
Tool for spam Educational background .
1 [46] review Online shopping experience Trust beliefs
detection Variety of online shopping platforms usually
: Benevolence
used Affective Inteerit
View on online spam reviews sty
Decision- . . .
2 [47] making Information framing Perceived Cognitive Computer
assistant Message ownership trustworthiness credibility
Competence
. Reliability
Intirlfﬁ;ifor Perceived Usefulness Cognitive Functionality
3 [48] insurance Perceived Ease of Use Trust in Al Helpfulness
Visibility of AT
purchase . Benevolence
Affective Integrity
Anthropomorphic attributes (perceived warmth, o o
perceived competence, communication delay) . Cognitive Capability
4 [49] Text-based Relationship norms (communal/exchange Trust in
chatbots relationship) chatbots ) Honesty
P Affective Truthfulness
Decision-
making Cognitive Competence
5 [50] aSSilr?tSLl{f)ﬁged Complexity of the decision process ' Benevolence
administration Affective Honesty
Agency locus
Transparency Correctness
Fake news Social presence Trust in judg- . Accuracy
6 (511 detection tool Anthropomorphism ments/system Cognitive Intelligence
Perceived Al’s threat Competence
Social media experience
Al-based voice Information quality
7 [52] assistant System quality Trust Cognitive Trust
systems Interaction quality
Al-based job Social influen
8 [53] application Per so?l(;lainnoxlflaeti\fgness Perceived trust ~ Cognitive ~ Perceived trust

process
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. Trust Trust .
N  Authors Al System Trust-Related Constructs Studies Construct Type Attribute
Transparency
Algorithm Accountability -
? (4] service Fairness, explainability (FATE) Trust Cognitive Trust
Causability
Autonomous Team score . Coeniti Trust
teammate (AT) Trust in human teammate Trust in the ogrutive s
10 [54] in military Trust in the team autonomous ,
game Al ethicality teammate Affective Trust
Propensity to trust Trust in AL Cognitive Competence
11 [55] Smart Age functionalit,
technologies Education trust in A Iy Affective Benevolence
Familiarity with smart consumer technologies Integrity
-, Safet
Cognitive 4
12 [] Voice Perceived ease of use Trust in the Competence
assistants Perceived usefulness voice assistant . Integrity
Affective
Benevolence
. Integrity
) Cognitive Benevolence
13 [56] Ocrlglsr;ﬁlccc;rtlfgﬁ t M?{,Chine heuristic Attitudinal Accuratengss
systems ransparency trust Affective Dependability
Value
Usefulness
Interaction, empathy -
Al . Anthropomorphism . . Efficiency
14 [57] applications in S . Trust in Al Cognitive Safet
eneral Communication quality Com ethce
& COVID-19 pandemic risk p
Perceived usefulness
Albased voice Perceived ease of use
s Perceived enjoyment . Honesty
15 58] f}’lsslf’ggt Soc.ial presence Trust Affective Truthfulness
Social cognition
Privacy concern
o Perceived harm RN
Artificial RN . Reliability
: Injustice Trust in s s
16 (59 agents In Reported wrongdoing artificial agent Cognitive Dependability
general Uncanniness Safety
Decision- Perceived effectiveness of Al
17 [60] making Discomfort Trust Cognitive Reliability
assistant Transparency
Perceived value similarity
: Perceived care Trust in f s
18 [61] Medical Al Perceived ability decision maker ~ Cognitive Reliability
Perceived uniqueness neglect
Interaction, novelty value o
Al-based voice Consumer innovativeness Cognitive Competence
19 [62] assistant Brand involvement Trust
systems (Siri) 1])3ran(;1 loc}l/a!t}l/( Affective Honesty
erceived ris
. Reliability
5 Alin General trugt m'technology Employees’ Cognitive Safety
20 [63] companies Iqtrgorgamzatlonal trust t}ZlSt in Al in Competence
Individual competence trust the company Affective Honesty
Self-responsibility attribution Effectiveness
. Big Five personality traits Human— . Competence
2 [64] Medical AI Acceptance of medical Al for independent computer trust Cognitive Reliability
diagnosis and treatment Helpfulness
Performance expectancy Human— chcfsrclgz,fgs:
22 [65] Medical AI Effort expectancy computer trust Cognitive Reliability

Social influence

Helpfulness
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. Trust Trust .
N  Authors Al System Trust-Related Constructs Studies Construct Type Attribute
. Security
ll\é[aafrlllilrr:g . Cognitive Dependability
- . . Trust in Reliability
23 [66] models for Interactivity of machine learning automated
automated systems Affective Integrity
vehicles Familiarity
. Explanation Trust in the o Reliability
24 1671 Medical AT Reliability system Cognitive Understandability
Artificial
neural o Trust in Al o Competence
25 [68] network Explainability systems Cognitive Predictability
algorithms
; ; Reliabilit
Educational Perceived ease of use C iti ty
2 [69] Artificial Constructivist pedagogical beliefs Perceived trust ognitive Dependability
Intelligence Transmissive pedagogical beliefs
Tools (EAIT) Perceived usefulness Affective Fairness
Functionality (perceived usefulness, perceived Cognitive Favourability
27 [70] Al virtual ease of use) Trust
assistants Social emotion (perceived humanity, perceived Affective Honesty
social interactivity, perceived social presence) Care
Reliability
Predictability
Consistency
Recommendation Explanations, risk . Skill
28 [71] system Performance Trust Cognitive Capability
Competency
Preciseness
Transparency
Al-based Digital literacy Reliability
29 [72] ase Online skills Trust in Al Cognitive Efficiency
services Pri ; .
rivacy-protective behaviour Helpfulness
) Age . Cognitive Competence
30 731 Social robots Anthropomorphism Capability Trust Affective Honesty
. Perceived animacy Trust in
31 [74] Agzlsli(;%};?g Perceived intelligence Artificial Affective InteI;Ie(?s,I;iZtsy ect
Perceived anthropomorphism Intelligence P
Information seeking
Personalization . s
32 [75] ChatGPT Task efficiency Trust Cognitive Bcehec‘{.il.)ll.l ity
Playfulness redibiiity
Social interaction
a3 (76] Al Sys;edmtfor Information about the system Trustworthiness Cognitive IAtbiht,}t]
candidate : Tati ; . ntegrity
seloction Trust violations and repairs Affective Benevolence
Perceived controllability L i, -,
34 [77] Al Transparency Cognitive trust ~ Cognitive ~ Cognitive trust
Trustworthiness
Information seeking . -, Rightfulness
35 (78] Al Concern about misinformation online Trust in Al Cognitive Dependability
Reliability
Self-efficacy Cognitive Competence
36 [79] Al teChnOlOgy Accuracy Trust in Al
Interactivity Affective Honesty
37 S0 Financial Al A Trust in Coeniti Reliabili
[80] assistant utonomy automation ognitive eliability
Self-efficacy - .
Perceived anthropomorphism Trust in Al Cognitive Trustworthiness
38 [81] Al teammates . -
Perceived enjoyment teammates i
Perceived rapport Affective Honesty
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. Trust Trust .
N  Authors Al System Trust-Related Constructs Studies Construct Type Attribute
Pri
rlvg)c%ecgri;erns ‘ Cognitive  Trustworthiness
39 [82] Al chatbots Anthropomorphism TrbéStt IlyntAI
Responsiveness chatbots Affective  Well-intendedness
Ease of use
. Cognitive Competence
40 83] dAI recommen- Explanations . Perceived Honesty
ation system Congruency with own judgments j i
Y g y wn judg trustworthiness  Affective Anthropomorphism
Al virtual Perceived risk i, Competence
41 (84] assistant Performance expectancy Trust Cognitive Reliability
Al recommen- System intelligence .
a2 1851 dation system Anthropomorphism Trust Cognitive Competence
Empathy response
43 [86] Al chatbots Customization Trust in Al Cognitive Corélpfe’ience
Interaction atety
Dependability
Competence
Performance Cognitive Respg:fselzlyeness
Collaborative capacit
ML fak pacity Overall Al trust, A
4 187] de?e(;etéléws AgenCY_ Trust in detector Reliability
Complexity Integrity
Affective  Well-intendedness
Honesty
Explanations .. . Cognitive Cognitive trust
45 [88] Credibility Cognitive/Affective & &
trust Affective Affective trust

Information uncertainty

It can be noticed that, apart from two studies [58,74], every research paper includes the
measurement of at least one cognitive trust attribute. Conversely, affective trust attributes
have been studied by twenty-four articles.

From Definition to Measurement

Comparing the approach (cognitive or affective) employed for the definition of trust
and for its measurement, a few discrepancies, as well as consistencies, can be pointed out.
For starters, almost every article that conceptualizes trust as a cognitive matter also mea-
sures it using attributes that recall cognitive processes. The only study that does not employ
cognitive attributes is [74]. As for the studies referring to a more affective conception
of trust, eight of them use both affective and cognitive attributes [1,46,49,54,58,63,76,82].
Finally, four articles measure trust with cognitive attributes despite also acknowledging
the affective component in their initial definition [47,73,77,80]. To this regard, it must be
said that the definition also includes a cognitive side.

Overall, the studies seem to be mostly coherent in their theorical and measurement
conceptualization of trust with respect to the distinction between cognitive and affec-
tive connotation.

3.2. Types of Al Systems

The selected papers focus on a great variety of Al systems; these will be hereby listed
and described by grouping them based on their level of anthropomorphism.

Eleven of them focused on virtual assistants [1,49,52,58,62,70,74,75,82,84,86]. They
considered either voice-based virtual assistants, text-based chatbots or a generic type of
virtual assistant. Voice-based virtual assistants are Internet-enabled devices that provide
daily technical, administrative, and social assistance to their users, including activities from
setting alarms and playing music to communicating with other users [108,109]. In recent
times, they also seen the implementation of natural language processing; thus, they have
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become able to engage in conversational-based communication: not only can they respond
to initial questions but they are also capable of asking follow-up questions [110]. It can be
argued that, to different degrees based on the specific type, virtual assistants are generally
characterized by a high level of anthropomorphism as they use natural language (either
spoken or written) to interact directly with end users. Similar mechanisms can be found
in social robots, which were object of research of only one study [73], and in autonomous
teammates, as intended in [54,81].

Given their high level of anthropomorphism, these types of systems should also
have higher degrees of social presence, which in turn promotes the creation of a social
relationship with the user. As a consequence, the trust process is believed to also include
affective elements pertaining to the bond formed between system and user. Most of the
studies about highly anthropomorphic systems, apart from two, confirm this as they
employ either an affective definition, affective measure components or both (as shown
in Table 4). This conceptualizing and measuring set up can be deemed appropriate as
people may consider these systems as social partners, similarly to how they regard human
actors, therefore basing their trusting beliefs on both cognitive and affective trust. This
does not intend to state the appropriateness of the anthropomorphizing behaviour but
the importance of taking into account the natural human tendency to attribute human
characteristics to artificial intelligence and measure trust in a way that can encompass all
the nuances of this complex process.

Table 4. Cognitive/affective categorization, level of anthropomorphism and experimental stimuli.

Trust Definition: Trust Measurement System
Art N léffective (Aff/Cogn/Both) Anthropomorphism Experimental Stimulus
omponent Level
1 Yes Both Low Direct experience: task
2 Yes Cognitive Medium Direct experience: task
3 No Both Medium Direct experience: scenario
4 Yes Both High Representation of past experience
5 No Both Medium Direct experience: scenario
6 No Cognitive Low Direct experience: task
7 No Cognitive High Representation of past experience
8 No Cognitive Low General representation
9 No Cognitive Low Direct experience: task
10 Yes Both High Direct experience: task
11 Yes Both Undefined General representation
12 Yes Both High General representation
13 No Both Undefined Direct experience: task
14 No Cognitive Undefined General representation
15 Yes Affective High Representation of past experience
6 N Cogiive  Undemmed  resniaton ot opence
17 No Cognitive Medium Direct experience: scenario
18 No Cognitive Medium Direct experience: scenario
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Table 4. Cont.

Trust Definition: Trust Measurement System

ArtN éffective (Aff/Cogn/Both) Anthropomorphism Experimental Stimulus
omponent Level

19 No Both High Representation of past experience
20 Yes Both Low Representation of past experience
21 No Cognitive Medium Representation of past experience
22 No Cognitive Medium Representation of past experience
23 No Both Low Direct experience: task
24 No Cognitive Medium Direct experience: task
25 No Cognitive Low Direct experience: task
26 No Both Low Representation of past experience
27 No Both High Representation of past experience
28 Yes Cognitive Medium Direct experience: task
29 No Cognitive Undefined Representation of past experience
30 No Both High Direct experience: scenario
31 No Affective High Representation of past experience
32 Yes Cognitive High Representation of past experience
33 Yes Both Medium Direct experience: task
34 No Cognitive Undefined General representation
35 No Cognitive Undefined General representation
36 Yes Both Undefined General representation
37 No Cognitive Medium Direct experience: scenario
38 Yes Both High General representation
39 No Both High Representation of past experience
40 No Both Medium Direct experience: scenario
41 No Cognitive High General representation
42 No Cognitive Medium Direct experience: scenario
43 No Cognitive High General representation
44 No Both Low Direct experience: task
45 No Both Low Direct experience: task

Nine papers studied trust in decision-making assistants [47,50,60,71,76,80,83,85,88].
These systems were described as agents who analyze a problem they are presented with
and give feedback on the best decision based on the elements they were given. They usually
employ natural language to deliver the output to the user but do not necessarily engage in
conversation with them; therefore, it can be hypothesized that they can elicit a medium
level of anthropomorphism, lower if compared to other systems such as VAs.

It can be noticed how these studies employed, for the most part, only variables
pertaining to the cognitive component of trust. As these systems are not thought to elicit
relevant levels of social presence, it appears appropriate that they would mainly lead to
cognitive trust, them being perceived mostly as tools rather than agents to interact and
build relationships with.
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Classification tools for online content were studied in four papers. More specifically,
ref. [46] studied trust in spam review detection tools, refs. [51,87] focused on tools to
identify fake news, and [56] focused on a system that spots online posts containing hate
speech or suicidal ideation. Ref. [63] asked employees about their attitudes towards Al
applications being introduced in their companies and in such positions that they would
have been directly in contact with them. Ref. [66] investigated the trustworthiness of
machine learning models for automated vehicles. Ref. [68] asked experts to rate the
trustworthiness of some artificial neural network algorithms. Lastly, ref. [69] focused
on Educational Artificial Intelligence Tools (EAIT). All these types of systems have in
common a low level of anthropomorphism, that, similarly to the previous group, could
lead users to perceive them more as tools rather than artificial agents subject to social norms.
Interestingly, in about half the studies investigating these systems, trust was measured
including both cognitive and affective components. On the contrary, it would have been
expected of them to employ mostly cognitive variables, as people should not really be prone
to forming socially significant relationships with systems that have little to no resemblance
to humans.

Eight articles investigated a broader concept of Al system [1,4,57,59,72,77-79]. For ex-
ample, ref. [1] phrased it as “smart technology”, including smart home devices (e.g., Google
Nest, Ring, Blink), smart speakers (e.g., Amazon Echo, Google Home, Apple Homepod,
Sonos), virtual assistants (e.g., Siri, Alexa, Cortana), and wearable devices (e.g., Fitbit,
Apple Watch). In these cases, as the authors did not provide a unique target when referring
to Al, it can be imagined that the participants could vary greatly in thinking about certain
types of systems. Such range does not allow one to pinpoint a unique set of characteristics
pertaining to the level of anthropomorphism or social presence of the systems. This varia-
tion is relevant because it may affect how trust is formed and measured, making it more
difficult to interpret and compare trust constructs and attributes across studies.

Among these studies, most of them focused on cognitive components. Since they
did not provide a univocal description of an Al system, this choice could have been
effective in preventing participants to be drawn to think of a certain kind of system. For
instance, questions pertaining to affective matters could have led them to recall attitudes
and experiences related to systems with which they had a chance to build a more “personal”
relationship. To this regard, cognitive aspects may have contributed to maintaining a more
neutral approach and kept participants” ideas open to a wider range of Al systems.

Overall, the studies and their differences succeed in showing how choosing which
conceptualization and measure of trust should also be guided by the specific characteristics
of the system that the research wants to focus on. In enacting this, special attention should
be given to taking into account the mental and social processes that they elicit in users.

3.3. Experimental Stimuli

The selected papers employed different experimental stimuli before the questionnaires
(Table 5). The stimuli constitute a starting point to activate participants’ cognitive processes
and then be able to measure trust toward the specific Al system involved in the stimulus.
Examples for each type of stimulus can be found in Table 5.

Table 5. Description of experimental stimuli used in the studies.

Type of Stimulus Example From
Participants were required to recall the experience of interaction
Representation of past experience with chatbots in e-commerce platforms and accordingly answer [49]

the following questions.
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Table 5. Cont.

Type of Stimulus Example From

Participants were required to complete the Desert Survival

Problem (DSP; [111]) receiving suggestions from an Al system. 1471

Direct experience: task

Participants were asked to read the following vignette: “The
Internal Revenue Service (IRS) is piloting a new tax return
processing method to more effectively check returns for
missing information.

It is a simple method that is carried out by an AL
The Al scans newly submitted returns and checks them for
incomplete lines or empty
sections (e.g., if all the relevant boxes were ticked, all required
appendices up-loaded, etc.).

Following the check, the AI highlights the sections in the return
where information is missing.

The Al then sends an email to individuals asking them to correct
their return. Individuals
must comply with the Al’s request or risk facing a fine.”

Direct experience: scenario [50]

Before completing the questionnaires, participants were asked
whether they had experienced “Al devices”. If the answer was
yes, they would go on to fill in the questionnaire. Otherwise,
respondents would read an introductory brief about Al and Al
applications to make sure that they understood the
technical terms.

General representation [57]

Fourteen of them measured trust, asking to participants to recall their past experiences
using specific Al systems [49,52,58,59,62-65,69,70,72,74,75,82]. In these studies, participants
were asked to think about past or current experiences of using a specific system, experiences
that were then referenced in questions about trust. Since these are systems with which
the user must have or have had an ongoing experience, it can be assumed that there has
been time to create a structured relationship with them, determined by numerous occasions
of interaction. As a consequence, one would expect the inclusion of affective aspects
in the measurement of trust in these systems. This is for the most part reflected in the
studies reviewed. In fact, among those that use recall of past or current experiences, the
majority start from definitions that include the affective side and/or measure trust with
even elements referable to the affective component.

Thirteen studies presented participants with a practical task that involved the use
of an Al system [4,46,47,51,54,56,66-68,71,76,87,88]. These required the participant to
complete a short task using an Al system, thus creating a situated user experience on
which to base the trust assessment. Additionally, nine studies included written scenarios
describing a process that involved the use of Al and asked participants to imagine being
the protagonist [48,50,59-61,73,80,83,85]. This type of stimulus allowed for the creation of
an interactive experience similar to that of the previous one, but not involving a concrete
use but a figurative one, through the reading of the vignettes.

For both types of “direct” experience, therefore, participants can experience firsthand
the activation of their trust processes when placed concretely in front of an Al system.
Unlike past or present experience outside the experimental context, however, they have
limited time to form their attitudes. For this reason, it is assumed that it is the cognitive
component that may prevail in this case, as the basis for the creation of a more meaningful
relationship from a social interaction point of view is not present. On the other hand, the
concrete or figurative use of some systems may recall past use of similar systems. Therefore,
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it may also be informative to include measurement of the affective component of trust.
The studies analyzed here confirm this hypothesis: about half employ cognitive items to
measure trust, while the other half use both types.

Finally, in nine studies participants were required to elicit their general representation
of Al systems [1,55,57,64,77-79,84,86]. In this case, it is difficult to make assumptions about
the most effective way of detecting trust, since in most cases no reference is made to a
specific type of system (similarly to what has been said regarding the level of anthropo-
morphism). Moreover, even in the presence of one or more well-defined systems in the
questionnaire delivery, it is difficult to opt for a more cognitive or affective connotation
without having information about people’s prior experience with them. Consequently,
one cannot know whether the participants have had a chance to develop a structured
relationship and attitudes toward the types of artificial intelligence and thus also a more
affectively connoted trust.

3.4. Main Elements Related to Trust in Al

As previously shown in Table 3, trust was studied in relation to many other variables.

Following the discourse on affective and cognitive trust, we identified among these
variables the ones that are regarded to have a more significant role in shaping one side or
the other. Firstly, the variables linkable to cognitive trust will be presented, followed by the
ones pertaining more to affective trust.

3.4.1. Cognitive Trust: Characteristics of the Decisional Process of Al

Performance information, explanations and transparency: A system that tells users
the rationales for its decisions can be described as transparent. Transparency,
presence of explanation and performance information were investigated by eleven
studies [4,47,51,56,60,71,76,77,83,84,87]. Explanations about algorithmic models have been
proven to enhance users’ trust in the system [111-114]. It can be argued that being provided
with information about how a system works directly affects the cognitive side of trust. In
fact, when given information, users will rationally elaborate it and consequently decide
about adopting Al Some studies have also shown how providing information is not always
helpful. For instance, ref. [112] showed how too much information negatively influences
trust; ref. [115] found how users can have more trust and insight into AI when there is
no explanation about how the algorithm works, rather than when there is. Moreover,
studies show how trust lowers when the information given indicates that the certainty of
the suggestion is low [116] or that the algorithm has limitations [117]. Additionally, given
the complexity of the underlying algorithms of Al, such that experts can also find them
challenging to understand, it is reasonable to consider how laypeople could not understand
them [118]. Thus, it is crucial to pay attention to the way information is provided. In
addition to the level of complexity of the information provided, its framing is an element
to be considered. The framing effect is a cognitive bias by which people make choices de-
pending on whether the options are presented positively or negatively [119]. Framing can
assume different forms and three main types have been distinguished by [120]: risky choice,
attribute and goal framing. The most relevant to the present discourse is attribute framing,
which consists of an influence on how people appraise an item due to the employment of
different expressions of attributes or characteristics of certain events or objects. As a result,
such characteristics are manipulated depending on the context [121] and the favourability
of accepting an object or event is evaluated depending on whether the message is positively
or negatively framed [121-123]. The same can be applied in the case of information about
Al performance and its accuracy or erroneousness that is provided to the user. For example,
people may trust a system which has a “30% accuracy rate” more than one which has a
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“70% error rate”. That is because, even if the accuracy rate is 30% in both cases, in the
first one people could focus on the information being positively framed rather than on the
actual percentages. Moreover, this effect is of crucial importance as it influences not only
the framed property but also those that are not related to it [124]. The mechanism through
which framing works is related to memory and emotions: positive framing is favoured
because information conveyed via positive labelling highlights favourable associations
in memory. As a result, people would be expected to show a more favourable attitude
and behaviour toward Al when its performance is presented positively rather than nega-
tively [121]. Nevertheless, ref. [47]'s experimental results showed that higher levels of trust
in Al were more likely to be perceived by the participants that were given no information
about Al’s performance, rather than those who received information, regardless of how
information was framed.

Locus of agency or agency locus: Uncertainty is one of the most important factors that can
lead people not to trust decisions made by Al [98]. Uncertainty in Al can be defined as the
lack of the knowledge necessary to predict and explain its decisions [125]. As uncertainty
reduction is a facilitator of goal achievement both in human-human and human-machine
interaction, it is fundamental to trust development [126]. Only the study [51] delved into
this construct. As stated by the Uncertainty Reduction Theory (URT), uncertainty has a
substantial role especially when two strangers meet for the first time, because in this initial
stage of interaction they have little information about each other’s attitudes, beliefs, and
qualities and they are not able to accurately predict or explain each other’s behaviour [127].
The same theory also posits that individuals are naturally motivated to reduce uncertainty
in order to make better plans to achieve their goals during communication. To do so,
they adopt strategies to gather information that allows them to better predict and explain
each other. This theory was first referred to as human-human interaction, but also has an
important role in understanding the development of trust towards machines. It has been
shown how predictive and explanatory knowledge about an automated system enhances
user trust [126]. One of the psychological mechanisms that can impact uncertainty and,
therefore, trust in Al is the so-called agency locus. Agency denotes the exercise of the
capacity to act, and, with a narrow definition, it only counts intentional actions [128].
Therefore, machines cannot have it as they lack intentionality [129]. Nevertheless, it can
be referred to as apparent agency, or the exercise of thinking and acting capacities that
they appear to have during the interaction with humans [130]. The locus of a machine’s
agency can be defined as its rules, or the cause of its apparent agency, which can be
external, as created by humans, or internal, generated by the machine. This distinction
has become relevant with the development of Al technologies and the massive use of
machine learning techniques, which are substantially different from systems programmed
by humans, because they have the capacity to define or modify decision-making rules
autonomously [131]. This grants the system a certain degree of autonomy which makes
it less subject to human determination. Therefore, the external agency locus pertains to
systems programmed by humans and follows human-made rules that reflect human agency,
while the internal agency locus characterizes Al that uses machine learning. When faced
with a non-human agent, according to the three-factor theory of anthropomorphism [132],
in order to reduce uncertainty about it, people are motivated to see its humanness and
experience social presence. Social presence is described as a psychological state in which
individuals experience a para-authentic object or an artificial object as human-like [104].
The perception of machines as human-like has been found to be helpful in reducing
uncertainty as it facilitates simulation of human intelligence, a familiar type of intelligence
to human users. Consequently, if people perceive the Al system as human-like, they
could apply anthropocentric knowledge about how a typical human makes decisions
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to understand and predict the Al system’s decision-making. As a result, uncertainty is
reduced and trust increases. Going back to the agency locus, if the rules are human-made,
they can function as anthropomorphic cues and trigger social presence, while self-made
rules are fundamentally different from human logic, and machine agency could result
in less social presence, higher uncertainty and lower trust. Ref. [51] confirmed these
hypotheses, finding that machine agency induced less social presence than human agency,
consistently with previous similar research [133,134]. The study also showed how social
presence was associated with lower uncertainty and higher trust. During the interaction,
knowing that the system was programmed to follow human-made rules seemed to allow
people to simulate its mental states and lead them to feel more knowledgeable about the
decision-making process, similarly to what research has found about anthropomorphic
attributes [135,136]. It can be noticed how, similarly to what has been said with regard to
information about the system, agency locus and uncertainty perception involve mental
processes that pertain more to strict rationality. Therefore, their role in shaping trust can be
intended as related to the cognitive side.

Overall, all the studies that analyzed the role of variables like the ones described above
also employed cognitive attributes to measure trust. Therefore, it can be stated that they
were coherent in focusing on measuring both trust in a cognitive sense and other factors
that could have a role in shaping it.

3.4.2. Affective Trust: Characteristics of AI’s Behaviour

Social presence and social cognition: Ref. [70] studied the role played by social presence
in the development of trust, as did [58], but with the addition of social cognition. Social
presence is the degree of salience the other person holds during an interaction [137]. When
applied to automation it has been described as the extent to which technology makes
customers feel the presence of another entity [138]. Social cognition refers to how peo-
ple process, store, and apply information about other people [139]. The first has been
shown to have an influence on different aspects related to the interaction with technol-
ogy, such as users’ attitudes [140], loyalty [141], online behaviours [142,143], and trust
building [2,144-146]. Moreover, research shows how technologies conveying a greater
sense of social presence, such as live chat services [147], can enhance consumer trust and
subsequent behaviour [145,148-150]. To achieve a better understanding of the perception
of Al systems as social entities, researchers have been recently referring to the Parasocial
Relationship Theory (PSRT; [151]). Such theory has been used to explain relationships
between viewers/consumers and characters/celebrities. In addition, when the Al system’s
characteristics make it so that the interaction is human-like, it can explain how users de-
velop a degree of closeness and intimacy with the artificial agent [26,152]. Studies have
shown how having human-like features makes artificial agents being perceived as entities
with mental states [26,29] more socially present and therefore subject to social norms [108]
and activates social schemas that would usually be associated with human-human inter-
actions [24]. Studies have also found that social presence, as well as social cognition, has
a significant influence on trust building toward human-technology interaction [58,153].
Overall, social presence allows users to feel a somehow deep connection with a system,
which in turn can foster or hinder affective trust.

Anthropomorphism: Seven studies tried to explain the influence that anthropomor-
phic features can have on trust development [49,57,64,73,74,82,85]. Anthropomorphism
is defined as the attribution of human-like characteristics, behaviours or mental states to
non- human entities such as objects, brands, animals and, more recently, technological de-
vices [28,29]. Ref. [132] hypothesized that anthropomorphism is an inductive inference that
starts from information that is readily available about humans and the person themselves
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and is triggered by two motivators: effectance and sociality. Effectance can be defined as
the need to interact effectively with one’s environment [151], while sociality is the need
and desire to establish social connections with other humans. Therefore, to have a good
performance within the environment people try to reduce their uncertainty about artificial
agents by attributing human characteristics to them. In addition, the lack of humans to have
a social connection with can make them turn to other agents, creating a social interaction
similar to the one they would have with a fellow human. Indeed, anthropomorphism is not
limited to human-like appearance but can also include mental states, such as attractiveness
in reasoning, moral judgements, forming intentions, and experiencing emotions [154-156].
It has been found that anthropomorphism largely influences the effectiveness of Al arti-
facts, as it affects the user experience [157]. Consequently, anthropomorphism also has an
impact on trust. Nevertheless, this effect may also depend on the different relationship
norms consumers have [158-160]. Two main types of desired relationship can guide the
interaction: communal relationships and exchange relationships. The first is based on
social aspects, such as caring for a partner’s needs [161]. The latter is driven by the mutual
exchange of comparable benefits. Therefore, people may concentrate on different anthro-
pomorphic characteristics based on the type of relationship they are seeking. Ref. [162]
identified three components of a robot’s humanness: perceived physical human-likeness,
perceived warmth, and perceived competence. Ref. [163] studied trust in chatbots and
found those as antecedents, showing a significant effect of anthropomorphism on trust.
Specifically, they found that when consumers infer chatbots as having higher warmth or
higher competence based on interactions with them, they tend to develop higher levels
of trust. Finally, anthropomorphism and the perception of a system as human-like can
influence the relationship with the user. This can determine an effect on affective trust.
For example, it can be hypothesized that a more anthropomorphic system can trigger the
formation of a stronger social bond with the user, resulting in a more impactful role of the
affective side of trust, either facilitating it or acting as an obstacle.

Similarly to what was said about cognitive trust, most of the studies that investigated
“affective” variables such as the ones just described also measured trust including affec-
tive attributes. It is deemed significant to provide a comprehensive picture by focusing
on one side of trust and on factors that can have an impact on it. On the other hand,
the few studies that measured variables that can play a role in forming affective trust
but only assessed cognitive trust could have missed some valuable insight on the trust
development processes.

4. Discussion

A systematic review of the literature has been carried out with the main aim of
exploring and critically analyzing quantitative research on trust in Al through the lenses of
affective and cognitive trust, thus highlighting potential strengths and limitations. Forty-
five (45) papers have been selected and examined. Results outline a very diverse scenario,
as researchers describe the use of various theoretical backgrounds, experimental stimuli,
measurements and Al systems. On the other hand, studies show an overall coherence in
choosing methodological tools that are either cognitively or affectively oriented or that
include both components.

4.1. Definitions of Trust

The results of this review highlight significant variation in how trust is conceptualized
across studies, particularly in the context of human-machine interaction. Many of the
studies on human—AlI interaction draw on Mayer et al.’s [89] foundational framework,
originally designed for human-human relationships, although its adaptation to technology-
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oriented scenarios reveals both strengths and limitations. The three antecedents of this
framework (ability, benevolence, and integrity) are relatively easy to map onto human-—
computer trust, especially the ability dimension, which aligns well with assessments of
functionality and reliability that can refer to a cognitive assessment of trust. However,
benevolence and integrity, which presuppose moral agency and intent, become more
abstract when applied to Al systems or automated processes that lack inherent volition.
Nevertheless, the inclusion of more human-like attributes such as these to the assessment
of trust in Al effectively shows the close interplay between cognitive and affective trust.

Alternative approaches, such as McKnight et al.’s [90] model, attempt to bridge this
gap between the conceptualization of relationship between humans and between humans
and technological systems. As a matter of fact, this theory goes beyond the concept of
trust involving moral and intentionality attributions and, at the same time, does not reduce
trust to a mere consequence of an assessment of technical capacity to achieve a goal.
They focus on functionality, reliability, and helpfulness of the system. These dimensions
are particularly suitable for evaluating trust in technology, as they focus on observable
performance characteristics without relying on moral assumptions. Similarly, Lee and
See’s [104] trust-in-automation framework, which includes performance, process, and
purpose, provides a structured approach to understanding trust in automation while
maintaining a clear distinction from interpersonal trust dynamics.

Nevertheless, the reliance on human-human trust theories reflects a broader trend
rooted in Social Response Theory (SRT; [107]), which posits that humans attribute social
characteristics to technological agents. This anthropomorphic bias may justify the use of
relational concepts such as benevolence in some studies, as users often interact with Al
systems as if they are social entities. This perspective is particularly relevant in contexts
involving Al systems designed to mimic human reasoning or communication, as such
systems may evoke expectations and emotional responses similar to those in interper-
sonal interactions [34].

4.2. Measuring Trust: Affective and Cognitive Components

The distinction between cognitive and affective trust emerges as a critical lens for
interpreting both definitions and measurements of trust. Cognitive trust, which emphasizes
rational evaluations of competence, reliability, and predictability, dominates the theoretical
and methodological approaches identified in this review. This focus aligns with the func-
tional nature of technology, where users primarily evaluate whether a system can fulfil its
intended purpose. Such emphasis is evident in the widespread use of cognitive attributes
in trust questionnaires, including competence, reliability, and functionality. However,
affective trust, rooted in emotional connections and relational qualities, is also represented,
though to a lesser extent. Attributes such as benevolence and care, discussed above, appear
in several studies, suggesting a recognition of the role of emotional factors in fostering
trust, particularly in contexts where users form long-term relationships with Al systems.
This dual approach reflects an evolving understanding of trust as a multifaceted construct
that combines rational and emotional elements.

Consequently, some discrepancies arise between how trust is defined and measured.
For example, four studies that incorporate affective elements in their definitions rely
solely on cognitive attributes in their measurements. This incongruence may stem from
methodological challenges in operationalizing the affective side of trust, as emotional
dimensions are inherently more subjective and difficult to quantify compared to cognitive
aspects. In addition, let us consider that “affective” as intended in the relationship between
humans may entail qualitative differences when it applies to the relationship with Al
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Indeed, there is a lack of measures that can effectively capture the complexity of both
affective and cognitive trust components in AL Hence, research should address this issue by
developing tailored measurement tools that capture both components of trust, particularly
when referring to Al This is also important in light of how diverse systems can elicit
different components of trust according to their specific characteristics and functions.

4.3. Types of Al Systems

The variety of Al systems explored in the reviewed studies highlights the relation-
ship between system characteristics and user trust. Central to this analysis is the role of
anthropomorphism, which influences how users perceive and interact with Al Systems
that exhibit human-like traits, whether through language, behaviour, or social cues, are
deemed as more likely to evoke affective trust.

Highly anthropomorphic systems such as virtual assistants, social robots, and au-
tonomous teammates were found to foster social sense. This aligns with prior research
suggesting that systems mimicking human communication styles naturally encourage
users to anthropomorphize them [110]. For example, virtual assistants equipped with
conversational capabilities can elicit responses similar to interpersonal relationships. This
tendency underscores why most studies on these systems incorporate the measurement of
affective trust components, as the emotional bond formed with such systems mirrors the
trust dynamics observed in human-human interactions. However, this anthropomorphiz-
ing behaviour, while fostering trust, also raises questions about whether users overestimate
the actual capabilities and reliability of these systems. This represents an important focus
for research that must take into account the ethical aspects of introducing Al systems into
people’s everyday lives.

In contrast, moderately anthropomorphic systems, such as decision-making assistants,
occupy a middle ground. These systems may use natural language to convey recom-
mendations but lack sustained interaction or overt social behaviours. As a result, users
perceive them more as tools than as partners, prioritizing cognitive trust over affective trust.
This functional perception is consistent with the findings, where studies predominantly
focused on cognitive trust measures. It raises an interesting discussion on whether this
functional framing inherently limits the trust users place in such systems, especially for
high-stakes decisions.

Low-anthropomorphism systems like classification tools and educational Al demon-
strate minimal social cues and often do not engage users interactively. Users typically
evaluate these systems based on their utility and accuracy, which naturally emphasizes
cognitive trust. Yet some studies measured both cognitive and affective trust, which seems
at odds with the characteristics of the systems. This discrepancy might reflect users’ general
attitudes toward Al influenced by prior interactions with other, more anthropomorphic
systems, suggesting spillover effects in trust formation.

Lastly, studies exploring general Al systems without focusing on specific types high-
light the complexities of trust measurement. The absence of a defined target likely pushes
participants to rely on general impressions of Al, which can be influenced by numerous fac-
tors such as media narratives, personal experiences, or societal perceptions. The preference
for cognitive trust measures in these studies appears conservative, as it avoids introducing
biases linked to specific Al systems. However, this approach might also overlook important
aspects about how trust varies across different Al contexts.

These findings collectively underscore the importance of aligning trust measures with
the anthropomorphic characteristics of the Al system under study. This could prevent
overestimating or underestimating the role of affective trust in user interactions, potentially
skewing the conclusions drawn about user—system dynamics.
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4.4. Experimental Stimuli

The experimental stimuli employed across the reviewed studies further illustrate how
trust is influenced by the context in which users engage with Al systems. Stimuli such
as recall-based methods, practical tasks, and scenario-based prompts each offer unique
insights into trust dynamics but also carry inherent limitations.

Recall-based methods, where participants reflect on past or ongoing experiences with
Al systems, provide a rich context for exploring trust. These experiences often involve
repeated interactions, allowing for the formation of both cognitive and affective trust.
Unsurprisingly, studies using this method frequently incorporated affective trust measures,
as these systems often become integrated into users’ daily lives, fostering emotional con-
nections. However, reliance on recall introduces variability: participants may selectively
remember positive or negative experiences, polarizing their responses.

Practical tasks, on the other hand, create immediate, situated interactions with Al
systems, simulating real-time trust dynamics. These tasks are particularly useful for
capturing cognitive trust, as participants evaluate the performance and reliability of the
system in a controlled setting. The temporal constraints of such tasks, however, limit the
development of affective trust, as there is insufficient time to establish a meaningful user—
system relationship. Interestingly, some studies accounted for this limitation by including
affective trust measures, recognizing that users might draw on memories of similar systems
to inform their trust judgments. These measures can therefore allow a more complex
overview and more complete information to be gathered on the relationship built between
the user and the system.

Scenario-based prompts offer an alternative by immersing participants in hypothetical
narratives involving Al. This method combines the immediacy of practical tasks with the
flexibility to explore systems that participants may not have used directly. However, as
with practical tasks, the absence of sustained interaction likely prioritizes cognitive trust.
The reliance on imagination also raises concerns about ecological validity as participants’
hypothetical trust judgments may not reflect how they would interact with the system in
real life.

Finally, studies exploring general Al representations highlight the challenges of elicit-
ing trust judgments without a clear target. The lack of specificity can dilute participants’
responses, as they may draw on a mix of experiences, and perceptions of Al This ap-
proach risks oversimplifying trust dynamics by neglecting the contextual factors that shape
user attitudes.

Overall, the choice of experimental stimuli plays a pivotal role in shaping trust assess-
ments. Methods emphasizing real-world experiences naturally incorporate affective trust,
while those based on controlled or hypothetical interactions lean toward cognitive trust.
Balancing these approaches, and recognizing their limitations, will be crucial for advancing
our understanding of how trust in Al systems evolves across different contexts.

4.5. Cognitive and Affective Trust Factors

The results highlight how cognitive and affective factors shape trust in Al systems.
These findings underscore the complexity of trust, suggesting that both rational and
emotional dimensions are critical for fostering confidence in Al technologies.

Cognitive trust is shaped by users’ logical evaluation of characteristics of Al systems.
Transparency, explanations, and performance information play a pivotal role, as they allow
users to rationalize Al decisions. However, the methodologies used are quite heterogeneous,
both in terms of the manipulation of information and measurement and thus trust. While
providing explanations enhances trust in some contexts, overly complex or negatively
framed information can reduce trust [112,115].
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The concept of agency locus also contributes to cognitive trust. Al systems pro-
grammed with human-made rules elicit higher social presence and reduced uncertainty
compared to those employing self-generated, machine learning-driven rules [34]. This
may be because human-made rules are explicitly shared with users (and are therefore
known), while machine-generated rules often seem more opaque. These findings suggest
that emphasizing the human influence on AI decisions could alleviate concerns about
autonomy and unpredictability, in line with the idea that transparency plays a crucial role
in enhancing trust.

On the other hand, affective trust emerges through users’ emotional engagement with
Al systems. The constructs of social presence and anthropomorphism are key drivers.
Technologies that create a sense of human-like interaction, through voice, appearance, or
behaviour, foster deeper affective connections and higher trust [58,70]. Anthropomorphic
features such as perceived warmth and competence are particularly influential, as they
align with users’ expectations for social relationships [162,163]. However, the effectiveness
of these dimensions depends on user preferences. For example, users seeking transactional
interactions may prioritize competence over warmth, while those desiring communal
connections may value empathetic behaviours more [158,159].

In sum, designing Al systems to adapt anthropomorphic features based on context and
user needs could generally optimize their impact on trust. For example, balancing between
providing sufficient detail and avoiding information overload, adapting explanations to
user expertise could foster cognitive trust. Regarding affective trust, an effective way
could be to incorporate appropriate anthropomorphic traits to strengthen affective trust
while maintaining transparency about Al capabilities and preserving design ethicality. By
integrating cognitive clarity with affective resonance, Al systems can build trust that is both
rationally justified and emotionally compelling, paving the way for greater user acceptance
and satisfaction.

Finally, an important aspect that deserves further attention is the role of cultural
differences in shaping trust in human—AlI interaction. The studies included in this review
were conducted in different geographical regions (11 from Europe, 18 from East Asia,
6 from South Asia, and 10 from America). Each has distinct cultural norms, values and
expectations regarding technology and interpersonal trust. Cultural dimensions such as
individualism and collectivism, uncertainty avoidance, and power distance can significantly
influence both how trust is established and how it is expressed or measured. For example,
researchers might place greater emphasis on affective or cognitive trust, depending on the
core values and expectations of their culture. These potential cultural variations suggest
that trust in Al cannot be fully understood without considering the socio-cultural context
in which interactions occur. Future research should therefore account for these cultural
factors explicitly, either through comparative studies or by adapting trust measurement
tools to better reflect local conceptions of trust and technology.

5. Conclusions

This review highlights the need to adapt trust models to the specific nature of human—
Al interaction. Traditional human-to-human frameworks offer useful starting points
but are insufficient when applied to Al systems, which are simultaneously human-like
and machine-like. Therefore, trust in AI must be conceptualized through both cognitive
(e.g., competence, reliability) and affective (e.g., emotional connection) lenses, while recog-
nizing the unique, non-human qualities of these systems. Future research should aim to
clearly define what constitutes trust in Al contexts and to develop specific, context-sensitive
measures. A key recommendation is to treat cognitive and affective trust as distinct com-
ponents, at least in early-stage investigations, to avoid conflating human psychological
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constructs with machine behaviour. Constructs such as benevolence, while meaningful
in human interaction, can be misleading when applied to artificial agents and should be
used cautiously. The type and degree of anthropomorphism in Al influence the dominant
trust path as affective trust tends to emerge more with human-like systems (e.g., social
robots or virtual assistants), while cognitive trust is more relevant for functional tools
(e.g., decision-support systems). This distinction should guide both empirical research and
the design of Al applications that seek to promote appropriate forms of trust. To support
consistency and comparability across studies, greater standardization in definitions and
measurements of trust is needed. Experimental designs should be in line with the character-
istics and functions of the Al systems under study, allowing for more reliable conclusions
and practical implications. From a practical and policy-making perspective, these insights
can inform the development of guidelines for the responsible design of Al systems, empha-
sizing transparency, trustworthiness, and user-centred interaction strategies. Policymakers
should also consider these dimensions of trust when developing regulatory frameworks,
particularly in high-risk sectors such as healthcare, education, and public services, where
user trust is critical to adoption and ethical alignment. Incorporating clear, evidence-based
trust criteria into design standards and certification processes will help ensure that Al
systems are not only technically robust, but also socially acceptable and trustworthy.

Despite the contributions of this review, some limitations must be acknowledged. First,
by focusing exclusively on quantitative methodologies, the scope of insights captured may
have been constrained. Including qualitative studies in future reviews could offer important
complementary perspectives, particularly in understanding the nuanced user experiences and
contextual factors that influence trust formation. Qualitative approaches could provide a deeper
look into the subjective dimensions of trust that quantitative methods alone may overlook.

Second, the inclusion criteria were limited to peer-reviewed journal articles, which,
while ensuring the rigour and reliability of the studies reviewed, may have unintentionally
excluded valuable insights from conference proceedings, book chapters, and other non-
journal sources. These sources might contain innovative or emerging findings that have
not yet been formally published in peer-reviewed journals.

Taken together, these limitations suggest that future reviews would benefit from
a broader methodological approach and a more inclusive source selection strategy. By
expanding the scope to include both qualitative and non-journal sources, future research
could address existing gaps in the literature and offer a more holistic understanding of
trust in human-Al interactions.
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